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1 & & -master.passwd

e /etc/master.passwd ,ﬁ‘flﬁﬁ{ 'y
1 ﬁ JEA 2 (A ,”-", " " 4HAL)
SR (ARAEE TR )
3UID (0~4294967295) , % 2] 65535
4.GID (0~4294967295), &% AH % 65535
5. % A\ class 5
B ERERARR (A 1970/1/1 F|HAFREIFDEL )
B E AR (& 1970/1/1 FHEARRAGFbEL )
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AT HE K HEx
0. /¥ FH& TEE% Shell
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Test: ZwAE2NAE :1002:1002:insecure:0:0:Test:/home/Test:/bin/tcsh
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rootlznile [~] adduzer

Tzernams: newnger

Full name: New U=zer

Uid (Leave emnptvy for defanlt:

Login group [newuzer]:

Login group ig newnger. Invite newuzer into other groupz? []:
Login clags [defanlt]:

Shell (=h czh tecszh bash nologind [=h]: tesh
Home directorv [fhome/newnszer]:

UTze pazaword-bazed avthentication? [vez]:
Uze an emptyv pagsword? (vez/no) [no]:

Uze a random password? (wvesfno) [no]:

Enter pazswvord:

Enter password again:

Lock out the account after creation? [no]:

Tzername T eyuser
Pazsword - REEREE

Full Name : New Uzer

Tid = 1003

Class :

Groups T eyuser

Houme » Shome S newnger
“hell - fbinftczh
Locked D NG

OEY (veafnold: ves

adduzer: INFO: Succeszfully added (newuzer) to the uzer database.
4dd another nger? (vezfnol: no

Foodbyvel
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&R crontab 208k ( ﬁﬂﬁﬁ RS ).
JE /) at TAE .

rootleufle [~]
Mthgp d ty

100321003 :0:0:New User: Mhone/newnger: fhinftesh
Ith th entry you vish to r

"2 hone d1 ty(fh f ser)?yes
er (newnzer): nailspoo! home passwd.
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e passwd

@E&ﬁ &
=byE passwd user
Yfzié“ RS N B RS B AR AH B &5 L A B
T, B R EER
e chpass

i & & &R ( f#F EDITOR Y VISUAL ¥Rz
BB ARER L )
* VIpW

B0 ey JWiE /etc/master.passwd
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Changing local password for Test
New Password:

Retype New Password:
root@smile . Wl [/var/log]

ogin: Test

assword: *LOCKED*$1$4;CvXudc$i4R0sjGWIOg7HTxqLOKuk0
id [#]: 1002

id [# or name]: 1002
hange [month day year]:
xpire [month day year]:
lass: insecure

ome directory: /home/Test
Shell: /bin/tcsh

ull Name: Test

ffice Location:

ffice Phone:

ome Phone:

ther information:
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« EE HFEW class, WALE /etc/login.conf
AAE , T PR AEIRANR

CPUTIME: [R | A2 )5 s% X CPU 152 FH Asp FH]
FILESIZE: PR il {5 F & 18 2219 5 R R /)N
MAXPROC: PR il {3 FH & s N HIAE 20 B
OPENFILES: B il B —4% Fp i AKHY £d Z( H
MEMORYUSE: [ #l| B2 — %)% s Net (R ms H &
PRIORITY: FR | B8 —F2 5 & KB ST T

o IB5E12 EHIT cap mkdb /etc/login.conf LA

EEgEy =9 R0

Ll




» /etc/group /i\)&LM‘@
H%F

1.Group name ##

2.password

HEAH T -oroup

g J\E

3.gid BEAH 9505

4. member

2H Bl B

TS

wheel :%:0:root
daemon :*k:1:
kmem:*:2:
Sys:k:3:

tty:k:4:
operator:¥:5:root
mail :%:6:
bin:x:7:



o FrHEEEH
pw groupadd groupname
o fiHIFREEAH
pw groupdel groupname
o« FIEELAH B E
pw groupadd groupname -M member
o fHIERERAH AL 2
pw groupdel groupname -M member

« pw 1A ARG HELE A & IRSR
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quota izt 288 I

BN 2 A 40 A E it LR AL R PR )

] & B @ Rl (per-user hard limit)
JEEER A L ATEe s K ETR
] 2& Y %@\L@ FR 7l (per-user soft limit)
] EPRAVE & [&

: —f%ﬁ e @BE%J (per-group hard limit)
FFAHBETETE SR AR AT _LATRE (L A RIS N B TR
HEAH poER VIFBE%J (per-group soft limit)
HEAHY FH EIRAES &

R HH (grace period)
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quota E'E PR

1. ﬁ@'@ Dgﬁfﬁ*ﬁ =EDI/IPN options QUOTA 3| 9E§§)TH7FZ/ L)

2. 1% userquota,groupquota P 1 £ &l S BN 2]
Jetc/fstab H BAEI TR BEINE 2. R 47

3.1 /etc/rc.conf I enable quotas="YES”

4. Fg@] quota , /etc/rc.d/quota start

rootiemile W1 [~] cat /etc/fatab

¥ Device Hountpoint Fotype Options Dunp  Pased

fdeviadlzlh nofe SWAp &V I I

fdeviadlzla ! nfs ri,acla,mltilabel ngerquota, gronpgquota 1
proc fproc  procts rw ( (

Linproc feompat/ Hinnx/proc linprocts iy () ()

fdev/acdl fedron cd9660  ro,noanto I I



ACEE A<

. quot_a :
R REARL L0 5 R
EI=Rpa

quota [-u] [options] user
quota -g [options] group

S
o LB
Vgt mlﬂﬁﬁj —IA\HEI

%quota
Disk quotas for user Test (uid 1002):

Filesystem wusage quota limit grace files quota limit  grace
/ 1086 2048 4096 A 0 0
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quotacheck B \ 5
A2 A T A
=F. v+
=]=] / AN

quotacheck [options] filesys
quotacheck [options] -a

SEL

a F Y /etc/fatab HH X B quota TEZ REGHY
AC &
-5 B A AH & A

-u [ #5028 B AT

~v AE A
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quotaon

f T.j&1.*m7r</2%» LE@F& quota

=BV quotaon [options] file system
quotaon [options] -a

SEL
Z_i I Jete/fstab B quota FHEHSEHITE R R
I

s METERE

u B O ACHR (TR0

III: A\EH $ﬁ} :ll
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quotaoff

P i AR A
S

quotaoff [options] filesystem
quotaoff [options] -a
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edquota o
G F SO 4R 3 5 P 4 AL
BHA

edquota [-p proto-user] [options] names

edquota [options] -t

S8

g %Eﬁé»ﬁﬁagﬁ

-p proto-user A protouser /u [ B4 B 4E H A5
T
© B ILIR
o B (T H T




repquota

HERP
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He—
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root@smile [~] repquota -a

User used
Srace

wheel - 7518454
daemon 174
kmem 178
Lty 22

#&@B%ﬁﬁk =

#H Jete/f

FCRE T <

stab Fﬁﬁ%x%%ﬁéﬁ@ﬂ%ﬁﬁt R
ACREIA RS
RN NN

Block limits
soft hard
0 0
0 0
0 0
0 0

B

LV

File

grace used soft
332154 0

16 0

5 0

2 0

l[imits
hard



inetd ME4

e inetd AEE NIRRT EA—IIE SN LB
W inetd, A LL{F \»JLH&?%f inetd E’]ﬁ't N
ﬁK%E& 1yNERTEE | SR A B R S AT
e

: %#’ B TCP-wrapper — B F
s BRI SRR TR
o ﬁ%ﬁ%x-&xﬁﬁ =

ockstat -4

root@smi & [~]

USER COMMAND PID  FD PROTOf LOCAL ADDRESS FOREIGN ADDRESS
root inetd 67573 5 tcpd \ *k: X 1K
root inetd 67573 6 tcp4d 1k



inetd HYJE

e /£ /etc/rc.conf HIA inetd _enable="YES”

: ﬂ%z% /etc/inetd.conf , BB PIHRIS RN &
=

o Hii A\ /etc/rc.d/inetd start [Z#j inetd

rootlzmni le Wl [~] head -n 20 fetcdinetd.cont

# TFreeB=D: arc/etc/inetd.conf,v 1.70.2.1 2006/03/28 15:51:44 ceri Exp &

#

# Internet server configuration databage

#

# Define *both* IPvd and [Pvt entriez for dual-stack swpport.

# To digable a gervice, comment it ovt by prefixineg the line with "#'.

# To enable a mervice, remove the '#' at the beginning of the line.

#

#ttp atream  top nowait  root fuzrdlibexec/ftpd ftpd -1
#ttp atream toph nowait  root fuzrdlibexec/ftpd ftpd -1
#azh atream top nowalt root fuzarfebinfzzhd ashd -1 -4
#azh atream topb nowait root fuarfzbindzzhd azhd -1 -6
#telnet gtreamn  top nowait  root fuzrdlibexec/telnetd telnetd

#telnet gtreamn toph nowait  root fuzrdlibexec/telnetd telnetd
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TCP Wrapper

’ J \n%%fﬁanEl/]
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ARELEE
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inted tcp-wrapper

oy
He |H

CP Wrapper

=

telnetd

sendmail

ftpd

=p
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TCP Wrapper- £% &

o IRGHIEACETE /etc/hosts.allow
FLNTE T

Hﬁ%féﬁ@ =P miE B BE

o x5 H0  FE T AE vﬁULE’J%ﬁE@
0 ftpd, apache HY httpd, Bi&=r] FH A
/TF)?@EW% LR, A @ 48
ftpd@140.115.17.80:ALL:allow
ftpd@140.115.17.81:ALL:deny
ftpd:ALL:deny

o NLEARERA AR , 20 ip, A

R, s R, 2T L S BRRRE , B :
ALL:140.115.0.0/16 192.168.0.9:deny

o BJ/E :allow X deny

LL &
1

E .0

ik
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TCP-Wrapper %7€ - =15 [0] & K E0 5k

e severity: £ HFNE R ARG e , U
ALL AJL: severity auth.info: allow
18 B et Bk A BEAR |, auth.info 77 Bl A
syslogd B facility /\naﬁ?ﬁm&
» twist: AIFEELRRF T — ERE 20N , AAF G R AE
E]BE::| JEJW 1l
sshd:140.115.0.0/16: tw1st /bin/echo "You can
not use this service”

'I'I'[
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$15 K% -IPFilter

ad

o [PFilter A& /> FreeBSD B |, ¥H 0 Ed
FreeBSD #ZA4




$5 Kt -IPFiler(ipf) A

« 1A /etc/rc.conf A
ipfilter enable="YES” # [X#&; ipf
ipfilter rules="/etc/ipf.rules” # & A5 Rl {7
yiln

218 Ll /etc/rc.d/ipfilter start EEIRG Kk
o HEUXE) ip 38k, X /etce/rc.conf FHNIA
ipmon_enable=”YES”
ipmon_flags="-Ds” #D: L\ Daemon /Z &)
fs: ¥ H syslog
Z1&8LL /etc/rc.d/ipmon start EEJECEkES




B K -ipfilter &SR A

o JERMEERR 5

block in log quick on fxp0 from any to any

e block,

75— action, 3 /<FHHE I E

e in %/%7% FJE%@]\Z% FHEH,

o log £

i quick #& Option,log %Tnﬂfﬁuﬂzﬂ &)

quick %37 %8 HEKE'EM”EET LIEAT EL T

e on fxp0 FEXE | AHESIT

e any to any %/TTI/F 155 [a] A1 T A b B

R 5

all IR
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55 K i -IPFiler (ipf) HJFEE
7 ST A et — (AT S L

W

Zanili

'

action direction options protocol source
destination packet-option

eAction: 4y block T% pass, 35 /~PHFE B HE 18

Direction: A in B¢ out, T RIEA RGBT R

«Options: A] & log, quick £ on AHE&/ ) 1H . Log

RANFLER LA, ,quick FRIRALBIE

on T5EAE RS &

protocol: 1£/A] IP JEHIHE , A]
/etc/protorol F&7E , LA proto [F#EF¥
*Source and destination: 1% FH
7% HH B A 2R R B (]

Packet-option: fultEl ) V4T AE 2 RE

7

JE o A

from Bd to ke



[PFilt

er K HIE 7]

o ETAMERHY N EIE sshd Bd pop3

BIFHICI M IELAR

o« FRILZ AN, —V)5EAE

pass in quick proto tcp trom any to any port =

pop3 keep state

e pass in quick proto tcp from any to any port =

ssh keep state

e pass in from 140.115.0.0/16 to any keep state

e block in all

» Keep state & 105 Ml hm i is 2 (i 2

BTG A R 158 B AJE] 5

AR A] LU SE BT

i?&? ) i




b7 Kt -IPFiler (ipf) HUAHBATES

o ipf IR AR <, AT A ARE EHAR ]

f1 ipf -Fa -f filename A& (Fa) Fig#LHISL

Ll filename F&E1E &R A
e ipfstat AJZE /~H BI@EMEARD L @ E L H]
N ipfstat -1 BEH/nim AR A
ipfstat -o ZE/ =¥ H EH A

ipfstat -a #ZE/RPTEFRH]




bj Kt -IPFiler (ipf ) HYRD Bk

 HAEENNGEAAITFIIA log, RIFF 22/ H)
ipmon . ‘B HIECERTE ] B AME R B2 5 1l
syslog %Eﬁﬁ%.%‘ﬁi@ syslog &%, 8l log F&
Al & syslog EH

o —ﬁx syslog 75 Fﬁ By facility 2RE Hid gk H
=5 M ipmon & I'HJ local0 18 facility ¢

Bk .
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AL - AR

$EEI7I</.?|A\» LE/j/:b?Zliic Bajﬁ/\% HUJI AIZI
RS 4R FreeBSD TETLHITE S R Y T i
1.sappend: %ﬁﬁiﬁHW@ , NAE Hﬁﬁjiﬂﬂwz/ﬂ?
2.schg: A Haiﬁﬁivﬁl@,%iﬂﬁiﬂlﬁ

3.sulnk: NEE] ﬂ]rJﬁ?JH:T”"

DL =M HA root Beix®E , W BEZEEH 1
DL EANBEASTAL . SR a0

uappend , uchg , uulnk ﬁ 1 2 BEEHITE

» B4 "chflags R BEER fEZ% Eﬁ%ﬁ‘ R
Al A s -lo éﬁ%%ﬁﬁﬁﬁﬁ‘ﬁ

FELR A (F A chflags nofalg T ZEAFL%
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S

FLI

il

b

Qo
-7

Nl
%Stﬂr

o

A

J—— J—— —
R\ E -k

j;

pi N
ﬁ]\ multi-user FF& HEEALE

l:

1 H kldload A2 kldunload

] /dev/mem ¥ /dev/kmem ELIEEI A
=N

Em‘ RAMABEEEA

“4%iH schg, sappend ,sunlnk 124 -



R LTE - TR
o LR 2:
L RAEE R EIE R
2. ) AR EIY 2 B A Ee | —
o TG 3:
ANBE B BT K i e
o WMAE HBIERER ?

K| FE sysctl kern.securelevel EiF&

o UMA[EE & ?

1. 75 /etc/ rc.conf 1A

kern securelevel enable="YES~ Eid

kern securelevel="number number: -1~3

2. Hj_ﬂf sysctl kern, securelevel=number

(HREEER T 255, AR

o MR ZE B ? EBITEE A single

[
user mode B




A A - BRI L s

o %itﬂ R B ARE T - FEAE B b Ed B A\ FE R Y
T

o EHICHFIEA TR IR . n] LIAE
sockstat 1B X IETVERE

root@smile.Wl [/root/test] sockstat -4

USER COMMAND PID FD PROTO LOCAL ADDRESS FOREIGN ADDRESS
mysql mysqld 5261 10 tcpd  *:3306 o

tedyu sshd 5137 3 tcp4 140.115.17.137:22 203.67.37.97:3844
root sshd 5134 3 tcp4 140.115.17.137:22 203.67.37.97:3844
root sendmail 538 4 tcpd 127.0.0.1:25 * ok

root sshd 532 4 tcpd  *:22 - ¥

root syslogd 3385 7 udp4d *:514 *-*

e 2 Foreign Address Ay sk, 3o 174 B Bl
B B (R B RS )
B B AT EIIRSS , 7
/etc/rc.d/service stop Y,
/usr/local/etc/rc.d/service stop




AL A - RFF T

« ¥ security/portaudit & % 4E &4
wHEsI% B\ portaudit -Fda , ‘B & IEUE Kl

[E ‘\/'Eﬂli&&__ﬂ12TW3{I%§§¢tF

root@smile WO [/usr/ports] portaudit -Fda

New database installed.

Database created: Mon Oct 16 18:10:25 CST 2006
Affected package: php5-5.1.6 1

Type of problem: php -- open basedir Race Condition Vulnerability.

Reference: <http://www.FreeBSD.org/ports/portaudit/edabed438-542f-11db-abae-00508
d6a62df .html>

U—”ll

Affected package: mozilla-1.7.13,2
Type of problem: mozilla -- multiple vulnerabilities,

Reference: <http://www.FreeBSD.org/ports/portaudit/e6296105-449b-11db-ba89-000c6
ec775d9.html)




AL A -ACL

R T R R A

o ETTHIRE BERE A AT

o 1 getfacl file JEENFEZHY acl list

o i setfacl -mentries file &% BfEZHH] acl
list, f# H setfacl -b file A% ACL list

- FEHMENMA acl MERASMHEA tunefs

-a enable, i 7E /etc/fstab FHIA acls 7 A]

J/)M%L@J ACL E’J%%Ijjﬁ‘é ffile:test
#owner:1001
#eroup:0
user:rwx
user:Test:——
group::rwx
mask::rwx
other:rwx




45 %4 -MAC(mandatory access

control)

BH4% Unix R DAC 1%

DAC ik 5 il B B 2 A3 T 17 U
6 + A2 2 R B A R -

o MAC IRIFZ IR
17 B EE (Ed

FRER BT 5 b H IR T

] MAC m LI R SRR BT A TL 1%

AR — BRI T AE o
e £ Linux FRAIE M4 SELinux
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AL E Ptt B FB security BN, 185 & =15

B % B

IE {88 %71 — N E & FreeBSD #H B8 A& ik
FB announce

FB bugs

FB current

FB cvs

FB doc

FB hackers

FB ports

FB stable
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1. RAURUERE , AE A

Y —q
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Qo |

A1

L

FUGE(EREEL 41 mysal BRIE

 SEE G LU Bk

/etc EENE

/var/maﬂ_’m =

/home {3 &

ok

l

/boot, BIKE &R

/root %z\uu goil
ﬁ

—H—‘E[><

ERIERE , BT
2. RHERIER, TER, B

Nz E R

® E‘XE?t‘E/ ~wL L

SEEEAE A

B K B #k

L FF'EJ EH%A f?%x

RVKIE , A] & 2 (6




crontab

o 1] DLGETEEHIAE TAE P 75 ZE A S AT
AR RGFIER N EE /ete/crontab, HEET
T RIAIHRE LIE
o FLIRFET
rvE /DR R S H BHS HUTE i
s NMRBERF LR SBEHITHED , FTA
0 6 % % % root /root/backup.sh
BB o B TR
e =12 root IR, AL crontab -e #wiEF
C.HY crontab




crontab

LIS

“ﬁdﬁ%ﬁﬁ&ﬁéﬁﬁﬁhﬁw€>
4788 A5 0~59

/NERE Ay 0~23

8 A 1~31

H 7% 1~12

/

EB

i

He& /y 0~7

0 0 x* 0 root /root/backup.sh

0 6-12 * % % root /root,/backup.sh
06,8,12 * x* root /root/backup.sh
0 %/2 % % % root /root/backup.sh
06-12/2 * %% root/root/back.sh



Ll
[TH

BNl E

5 FHETEIT IR

tar czf etc-"date "+%Y-%m-%d” .tgz /etc

tar czf home-“date "+%Y-%m-%d" *.tgz /home

tar czf mail- date "+%Y-%m-%d” *.tgz /var/mail

tar caf sql-"date "+%Y-%m-%d .tgz /var/db/mysql
DL ERY tar A DLEITHE R ELEE N B4 , date 1Y
i H B 0] IVE R 44




—)a 4 ) 4
HE /f/l_:‘:
o

umll

ALV S —
LT

pm V10
=
|

: g’%ﬁ%?ﬂ%%%@}?%)ﬁﬁf shell script
HH
o EM A crontab :E T/ERRH CAEEHIRFE E
BT
e b
0 6 % % % root /root,/backup-db.sh
0 6 %% 0 root /root/backup.sh




17 TAE -dump

g zlump gt T B EES —fH o5 EIE R R

-
dump -0 -a -L -f /root,/dump / JHZ 7R H ok
5 E & , % /home 538345 JE. a] LA A
dump =) =, L f /mnt/dlsk2/

e -0 /& dump F#K 0 WIEE, FHKATLLEH 0~9,0
SN b \Fﬁﬁf 7Y, FEEAR X BV dump =&

BT X IR0 6 R DR R £

Pk
e -a %xT/I\%ihnfﬁﬁfﬂ?jvJ\
o L B iEE AEEIIEZREAMS
o HI0E -u ¥, WELBREHE /etc/dumpdates




17 T./E -restore

o WNREFE dump FEZ AL T (T/EFESR, Al LA
% FH restore -f dump -t Ei&
U restore -f /root/dump =

o YIRFEAFERE dump FEERJR HIZK, AT LIFT
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restore -f /root,/dump -x /etc/masster.passwd

o« WRILIEH -1 2BUE N BB




Sy Sik

—+F- @ P

e FreeBSD S5E4 8% Michael Lucas #& , 371

2 1% G

o,

e FreeBSD 1

e

http://www.freebsd.org/doc/zh CN.GB2312/bo

oks,/handbook/
» SEMHY Linux A

http://linux.vbird.org/




