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Regulations on Classification of Cyber Security
Responsibility Levels
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Article 1 These Regulations are stipulated according to
Paragraph 1 of Article 7 of the Cyber Security
Management Act (hereinafter referred to as “the Act”).
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Article 2 The cyber security responsibility levels of the
government agency or specific non-government
agency(hereinafter referred to as “each agency”) are
classified from high to low into Level-A, Level-B, Level-
C, Level-D and Level-E.
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Article 3 The competent authority shall approve its own
cyber security responsibility levels every two years.

The agencies directly subordinate to the Executive
Yuan shall, every two years, propose the cyber security
responsibility levels of their own, their subordinate or
supervisory government agencies, and the specific non-
government agencies under their charge, and shall report
the same to the competent authority for approval.

Special municipality, county(city) government shall,
every two years, propose the cyber security responsibility
levels of their own, their subordinate or supervisory
government agencies, and their governed
villages(townships/cities), mountain indigenous district
offices of municipality, and the subordinate or supervisory
government agencies of such governed
villages(townships/cities) and mountain indigenous district
offices of special municipalities, and shall report the same
to the competent authority for approval.

Special municipality and county (city) council, village
(township/city) council, and mountain indigenous districts
of special municipality council shall, every two years,
submit their own cyber security responsibility level, which
shall be compiled and submitted by the municipality and
county (city) government where it is located to the
competent authority for approval.

The Presidential Office, the National Security
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Council, the Legislative Yuan, the Judicial Yuan, the
Examination Yuan, and the Control Yuan shall, every two
years, approve the cyber security responsibility level of
their own, their subordinate or supervisory government
agencies, and the specific non-government agencies under
their charge, and shall submit the same to the competent
authority for recordation.

If each agency is required to change its cyber security
responsibility level due to adjustment to the organization or
business, it shall immediately conduct the change to level
according to the procedures under the preceding five
paragraphs; the same shall apply to the case when a new
agency is established.

In conducting the submission or approval of cyber
security responsibility level under Paragraph 1 to
Paragraph 5, if the government agency thinks it is
necessary to otherwise give the entity within the
government agency or the specific non-government agency
the level that is different from those of such agency, it may
determine such level in accordance with the requirements
of Article 4 to Article 10, by taking into consideration the

nature of business of such entity.
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Article 4

The cyber security responsibility level of each
agency under any of the following circumstances is Level-
A:

1. Its business involves national security information.

2. Its business involves matters of foreign issue, national
defense, or homeland security.

3. Its business involves the maintenance operation of
information and communication system commonly used
for nationwide people service or cross agencies.

4. Its business involves the possession of personal
information of nationwide people or civil servants.

5. It is a government agency, and its business involves
matters of nationwide energy, water resource,
telecommunication, transportation, banking & finance,

or emergent rescue.
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6. It is a critical infrastructure provider, and the central
authority in charge of relevant industry, based on the

consideration of the number of users, market share, the

LR Aﬁ’w 7 d the substitutabilitv of its busi
kA ;{ T area and the substitutability of 1ts business or
e ARl E L F maintenance operation of critical infrastructures and
N N R 2 &é‘r ~ A services, considers that the failures of or impact on its
R L BN X el cyber security system might cause disasters or extremely
FREzZBH- serious impact on social public interests, people’s
:\%ﬂ‘;}f"%ﬁgc‘,uo ) I
- morale, or the security of people’s lives, body or
property.
7. It is a government medical center.
FI 0 LM T AN | Article 5 The cyber security responsibility levels of each
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p AFLL2FEFLG agency under any of the following circumstances are
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w e . Level-B.

-~ E IR OGR4 B L Its busi volves th " it d
R R LB . Its business invo Ves' | e SeCUI"l y ‘maln enance an
Tk > ? |, management of sensitively scientific technology

S EBKE BB R RR information that is donated, researched, or developed by
ENRN T SR = A P Y the government agency.

RH A k2 g 2. Its business involves the maintenance operation of
ERR 5 B T M RN T . . ..
AR T % 22 3 % information and communication systems that are
RN S . .
1 commonly used for regional or local people services or
T FC .
P N T £ T Cross agencies.
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3. Its business involves the possession of the archives of
personal information of regional or local people.

4. It is a government agency, and its business involves
matters of regional or local energy, water resources,
telecommunications, transportation, banking & finance,
or emergent rescues.

5. It is a critical infrastructure provider, and the central
authority in charge of relevant industry, based on
consideration of the number of users, market share, the
area and the substitutability of its business, or the
maintenance operation of critical infrastructure and
services, considers that the failure of or impacts on its
information and communication system might cause
serious impact on social public interest, people’s morale,
or the security of people’s lives, body or properties.

6. It is a public regional hospital or local hospital.




A FPMAEER 7L | Article 6 The cyber security responsibility level of

’ ;2 i | cach agency who maintains and operates by itself or
outsources the development of information and
communication system is Level-C.
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each agency who conducts information and communication
business by itself but does not maintain and operate the
information and communication system that is developed by
itself or outsourced for the development is Level-D.

FIHA) 2 | Article 8 The cyber security responsibility level of each

agency under any of the following circumstances is Level-E:

E L . 1. It neither has the information and communication
- CAFH PR ARET . ) .
PR . system, nlor Prowdes the information and
EENY PN TS VL I I communication service.
T Ed H s E 2. It is a government agency, and all its information and
B M et S o communication business is conducted concurrently or
Z BN managed by its superior or supervisory agency.
H N2 3 . . .
H 2T KA A 3. It is a specific non-government agency, and all of its
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information and communication business is conducted

T N TR T R ] concurrently or managed by its central authority in
kR TR charge of relevant industry, the subordinate government
Po R I T 8 N VR L N agency of the central authority in charge of relevant
(A industry, or the specific non-government agency under
their charge by the central authority in charge of relevant
industry.
F40E FHMZEeEIw | Aricle9 If the cyber security responsibility level of each
'f’LF"“ f’; T*M - e —LL ?L agency conforms to two or above requirements under
j i—i ijﬁ—i ’j" f ii; % Article 4 to Article 8, the level of each agency are
i; i s R SRR classified as the highest level conforming to such
requirements.
L0 M2 T X 27 | Article10  The cyber security responsibility level of each
e B ff "" AR )1?1 L. agency shall be determined in accordance with the
E\ ,‘ = %% - Iﬁj iw { i preceding six articles; however, when the government
SIEBHAELA L TER . .
rrEdap @y EToE agency _su_b_mlts or approves the cyber security _
FHERE A g 22 ) responsibility level under Paragraphs 1 to 5 of Article 3,
F A4 b P papAR the levels of each agency may be adjusted, by taking into
RO R PR consideration the degree of impact of the following matters
BoRELPHL 5 on national security, social public interests, the security of
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people’s lives, body, properties, or the reputation of the

government agency:

1. The business involving foreign issue, national defense,
homeland security, or its business involves nationwide,
regional or local energy, water resource,

E AR
EENE S S R f]; A ﬁﬂu NN telecommunication, transportation, banking and

ek g S Y P I finance, emergent rescues; and hospital are interrupted

= ”@sﬂ‘ L Fﬁ?‘h’*ﬁ ’ or impeded.

HFR L S NH . . . . -

K i 4}' a 2. The business involves personal information, official
s 22 B R . - . . .
;{ ;F %%f!‘ *; %&, confidentiality, or other information which should be
iz e P Z

B\ ;,.:jrﬂ & kept confidential by law or contract, the quantity and

FLH -~ B A A ﬁ a nature of such information, and the unauthorized access,

E=T oo use, control, breach, damage, tampering, destruction or
IR BMRE R R other infringement.

Hrie £ HF~ 2228 | 3 The function of each agency is affected, disabled or

P o . . .

" L‘*T ;g 4 n interrupted depending on the hierachy of the agency.
E"/‘T'b'l/?‘\d\\i\/:‘ﬁ‘i‘i . o .

B E LR L A 4. Other concrete matters relating to the pI'O\IIISIOIl, .

B2 AR T o maintenance operation, size, or nature of information

and communication system.
F- 0% LM REHEFTE | Aricle1l  Each agency shall conduct the matters
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security responsibility level.

For the information and communication system that is
developed by each agency itself or outsourced for the
development, each agency shall complete the classification
of information and communication system according to the
principles of classification of defense requirements of
information and communication system specified in
Schedule 9, and shall implement control measures
according to the defense standards of information and
communication system specified in Schedule 10; if the
central authority in charge of relevant industry of a critical
infrastructure provider considers it is necessary to
otherwise provide for defense standards of specific types of
the information and communication systems, it may
propose by itself the defense standards and report such
standards to the competent authority for approval, and shall
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follow the requirements of such standards, if approved.

In conducting the matters specified in Schedule 1 to
Schedule 8 or implementing control measures specified in
Schedule 10, if each agency has apparent difficulties in
conducting or implementing specific matters or control
measures due to such factors as technical limitation,
design, structure or nature of individual information and
communication system, it may, with consent of each
agency submitting its level under Paragraph 2 to Paragraph
4 of Article 3 or each agency approving its level under
Paragraph 5 of the same article, and upon reporting to the
competent authority for recordation, be exempted from the
implementation of such matters or control measures.

The government agency whose cyber security
responsibility level is Level-A or Level-B shall report the
implementation status of matters under Paragraph 1 and

Paragraph 2 in the manner designated by the competent
authority.
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Article 13

The implementation date of the Regulations
shall be stipulated by the competent authority.
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A - FUEXFEIHABZ OBMEIEER Schedule 1:Matters to be conducted by the government agency of cyber security responsibility
Level-A
System Items Sub-items Contents conducted
HIER & P40 38 P \ PEIDIE B IR FEE PN R aspect conducted conducted
AR EP A SRR b - Ep Within one year after receipt of initial approval or change
S EAL N BE LT A A of level, the government agency shall complete the
e . S DR classifications of the information and communication
EARCEPR AN 3 ? R i AALe B TR A AL 2 g . . .
P AR {‘ | ff‘ﬁ e &I; "ﬁt P Classification and  defense | systems developed by itself or outsourced according to
K%J#@ i “f" B &1 0fRAR- 2 standards of the information and | Schedule 9, and shall complete the control measures
I TN communication system specified in Schedule 10; subsequently, the government
(AN S S L A S agency shall inspect the appropriateness of the
P Ak sugE o~ CNS 27001 7 3 classification of levels of the information and
e — FrERAARREE AR LG R E communication systems at least once a year.
5726 B % B {3'3— R 2 Rk A AR RH @ A Within two years after receipt of initial approval or change
AN R a3 WM p AR EY L FBMRT L of level, the government agency shall import to all of its
Bz & ;;’;1 5 = ”f%%}; T The importation  of  the | core information and communication systems the national
L . ; N F ;4 :; J‘} - TR = Management information security | standards - CNS 27001 information security management
*: §g:} A ‘f’?bf = J i i as ectg management system and | system, or other systems or standards with equal or better
HEES (AN SR S SR S AR R P verification by a impartial third | effects, or other standards developed by the government
e ! B A AU BEA BRE 2 o party agency itself and approved by_the competent a_uthority;
NI T FEPEE - X o within three years of the completion of impartial third-party
£ a5 18 TR R 2P Lk A &R % o cer?ific_ation, th_e _government agency shall continually
T AT AR AT E &y = o maintain the validity of its certification.
AR il _ = . .. | Within one year after receipt of initial approval or change
e b % > 33 Eh I ) Dedicated cyber security
. ‘ : DTS T A A EPRT K . ersonnel of level, the government agency shall deploy four persons
& 2R | teR P on full-time basis.
ASUFHRE | 2P A ke E PR - X e Internal cyber security audit Conduct twice a year.
PR TEHRAR Business sustainable operation | Conduct once a year for all core information and
e E DL rehearsal communication systems.
AR Cyber_ security  governance Conduct once a year.
IR maturity assessment
T 2| BELEFRMR | FEME- X o vl?/gt)esci::aor;ecuri?; Conduct twice a year for all core information and
E (IS N Security vulnerability communication systems.
e e B R AR i i : .
P o - p > detection Testing of Conduct once a year for all core information and
P& PR F K system L
N _ . communication systems.
T E LRk penetration
B TR AR Technical Inst,pect:(on of
A7 R % E_g A “5'-3% i 62— & n R aspect ?[;r\:]vgr ork
: S W
= S P RS > T REZ R A
-E\i;é- P BT /?'J? 72 45 4| . ‘< ;'}ii!’bﬁ#} —;_E_’\: ;}%j Eig;’b L;m ; S(:Je%?,l?':’t Inspection of
;? #Ap = A tELRFET healthy cyber malicious | Conduct once a year.
o e S dE 2 N ST S5 — E N s (b diagnosis aCtIVIty.
AR T E R i fe2_— F P ik |nspect|0n of
FCRAE R Ak AEWH L2 0 RAFEL A malicious
W (T¥H FIFFAE o activity of user
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terminal
computer

Inspection  of
malicious
activity of server

Inspection  of
setting of
directory server
and setting of
firewall
connection
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Cyber security threat detection
management mechanism

Within one year after receipt of initial approval or change
of level, the government agency shall complete the
development of threat detection mechanism, and shall
continue the maintenance and operation thereof and submit
the monitoring management documentation in the manner
designated by the competent authority.

Within one year of receipt of initial approval or change of
levels, the government agency shall complete the import
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Government configuration . . . .
baseline operation qf_government configuration bag.ellne for the
items publicized by the competent authority, and shall
continue the maintenance and operation thereof.
Anti-virus
software

Cyber
security
defense

Network firewall

If the government
agency has email
server, it should
have email
filtering
mechanism

Hacking detection
and defense
mechanism

If the government
agency has the
core information
and
communication
system for
external service, it
should have the
application
firewall

Defense measure
for advanced
persistent  threat
attacks

Within one year after receipt of approval or change of
levels, the government agency shall complete activation of
various cyber security defense measures, and continue to
use such measures and timely conduct the necessary update
or upgrading of software and hardware.




Cvber Cyber  security | Each year, at least four persons shall receive the cyber
se>(l:uri t and information | security professional program training or the cyber security
o ducati){) 0 personnel competence training for not less than twelve hours each.
and trainin General user and | Each year, each person shall receive general cyber security
9| officer education training for not less than three hours.
AWareness Cyber Cyber  security Within one year qfter receipt of mltlal approval or change
e . . of level, the full-time cyber security personnel shall held a
and training | security professional . .
rofessional | license tota_ll of not Iess_ t_han fo_ur licenses, and shall continually
ﬁum% and maintain the validity of licenses.
competence Cyber  security | Within one year after receipt of initial approval or change
train?n competence of level, the full-time cyber security personnel shall hold a
certi fic%te assessment total of not less than four certificates, and shall continually
certificate maintain the validity of certificates.
Notes:

L.

[f the nature of the information and communication system is a shared one,
belonged to the core one,

maintenance or development of such information and communication system.

The third party as used in
commissioned by the competent authority for the certification

Standards Act of our country.

“impartial third-party certification”

whether it
1t shall be judged by the agency in charge of the installation,

refers to an agency
in accordance with the

The full-time cyber security personnel refer to the personnel who should implement cyber
security businesses in full-time.

of this Schedule, in addition to
in this Schedule, the
government agency may take other measures which have equal or better effects as approved by

In conducting “cyber security health diagnosis”

implementation of the 1items, contents and timeframes specified
the competent authority.
Cyber security professional license refer to the cyber security professional license issued

by domestic and foreign issuing authority(entity) recognized by the competent authority.
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chedule 2: Matters to be conducted by the specific non-government agency of cyber security
esponsibility Level-A

FHEILIE P wmIE

FELP

GEE SRS R 3 R R
A A8 R Tl ks A
1 RFFU RSB T RAE L2
LA B R EL S RAR- X F
ok s st o

System aspect
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Management
aspect

Items Sub-items
conducted conducted
Classification and defense
standards of the information

and communication system

Within one year after receipt of initial approval or change
of level, the specific non-government agency shall complete
the classifications of the information and communication
systems developed by itself or outsourced according to
Schedule 9, and shall complete the control measures
specified in Schedule 10; subsequently, the specific non-
government agency shall inspect the appropriateness of the
classification of levels of the information and
communication system at least once a year.

The importation of the
information security
management  system  and

verification by a impartial third
party

Within two years after receipt of initial approval or change
of level, the specific non-government agency shall import
to all of its core information and communication systems
the national standards - CNS 27001 information security
management system, or other systems or standards with
equal or better effects, or other standards developed by the
specific non-government agency itself and approved by the
competent authority; within three years of the completion
of impartial third-party certification, the specific non-
government agency shall continually maintain the validity
of its certification.

Dedicated
personnel

cyber  security

Within one year after receipt of initial approval or change
of level, the specific non-government agency shall deploy
four persons.

Internal cyber security audit

Conduct twice a year

Business sustainable operation
rehearsal

Conduct once a year for all core information and
communication systems
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Technical aspect

Detection .Of Conduct twice a year for all core information and
website security L
: o communication systems
Security vulnerability
detection ;I'esstténmg of Conduct once a year for all core information and
Y : communication systems
penetration
Inspection  of
network
framework
Cyber .
. Inspection of
security -
health cyb_e( malicious | Conduct once a year
) : activity
diagnosis -
Inspection  of
malicious
activity of user

10
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terminal
computer
Inspection  of
malicious
activity of server
Inspection  of
setting of

directory server
and setting of
firewall
connection

Cyber security threat detection
management mechanism

Within one year after receipt of initial approval or change
of level, the specific non-government agency shall complete
the development of threat detection mechanism, and shall
continue the maintenance and operation thereof.

Cyber
security
defense

Anti-virus
software

Network
firewall

If the specific
non-government
agency has
email server, it
should have
email filtering
mechanism

Hacking
detection
defense
mechanism

and

If the specific
non-government
agency has the
core information
and
communication
system for
external service,
it should have
the application
firewall

Defense
measure
advanced
persistent threat
attacks

for

Within one year after receipt of approval or change of
levels, the specific non-government agency shall complete
activation of various cyber security defense measures, and
continue to use such measures and timely conduct the
necessary update or upgrading of software and hardware.

Awareness
training

and

Cyber
security

Cyber security
and information
personnel

Each year, at least four persons shall receive the cyber
security professional program training or the cyber security
competence training for not less than twelve hours each.

11




education General user and | Each year, each person shall receive the general cyber
and training | officer security education training for not less than three hours
Within one year after receipt of initial approval or change
Cyber security professional | of level, the dedicated cyber security personnel shall held a
license total of not less than four licenses, and shall continually
maintain the validity of licenses.

Notes:

. If the nature of the information and communication system is a shared one, whether it belonged to the core

one, it shall be judged by the agency in charge of the installation, maintenance or development of such

information and communication system.

. The third party as used in “impartial third-party certification” refers to an agency commissioned by the

competent authority for the certification in accordance with the Standards Act of our country.

. In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,

contents and timeframes specified in this Schedule, the specific non-government agency may take other

measures which have equal or better effects as approved by the central authority in charge of relevant industry.

. The central authority in charge of relevant industry of the specific non-government agency may, depending on

the actual requirements and to the extent of compliance with these Regulations, otherwise provide for the cyber

security matters to be conducted by its regulated specific non-government agency.

. Cyber security professional license refer to the cyber security professional license issued by domestic and

foreign issuing authority(entity) recognized by the competent authority.
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government agency of cyber security responsibility
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Level-B
Items Sub-items
System aspect conducted conducted Contents conducted
Within one year after receipt of initial approval or change
of level, the government agency shall complete the
classifications of the information and communication
Classification  and  defense | systems developed by itself or outsourced according to

standards of the information and
communication system

Schedule 9, and shall complete the control measures
specified in Schedule 10; subsequently, the government
agency shall inspect the appropriateness of the classification
of levels of information and communication system at least
once a year.

Within two years after receipt of initial approval or change
of level, the government agency shall import to all of its
core information and communication systems the national

GES A E RS S S
#é%@ﬂ%ﬂéﬂ’¥%%ﬁ@;@
I E WML A RIERERET

POt i A%

W"’ﬁ‘ﬁf*’ii\‘i&%i?é" - Ep i
IEWM 22 > AR EA
}xﬁ.)\]r?‘ﬁ » X3ERF o

EEXX

The Importation of the standards - CNS 27001 information security management
Management | information security management :
A system, or other systems or standards with equal or better
aspect system and verification by a ff h dards develoed bv th
impartial third party effects, or other standards developed by the government
agency itself and approved by the competent authority;
within three years of the completion of impartial third-party
certification, the government agency shall continually
maintain the validity of its certification.
. .. | Within one year after receipt of initial approval or change
Dedicated cyber security
of level, the government agency shall deploy two persons
personnel . .
on full-time basis.
Internal cyber security audit Conduct once a year.
Business sustainable operation | Conduct once every two years for all core information and
rehearsal communication systems.
Cyber_ security  governance Conduct once a year.
maturity assessment
Detegtlon .Of Conduct once a year for all core information and
website security .
. o communication systems.
Security vulnerability
detection ;I'esstténmg of Conduct once every two years for all core information and
y . communication systems.
penetration
Technical Inspection  of
aspect network
P framework
Cyber security | Inspection of
health cyber malicious | Conduct once every two years.
diagnosis activity
Inspection  of
malicious
activity of user
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PR ONI terminal
B4 o#R R computer
Bg.:k BT S Inspection  of
BRG] | PR R AR - ER 2 malicious
:"&‘%é'—\‘ AL x é— PJ; F}_ g\'iIE ﬂ? i‘l‘f*ﬁ%’j"*&% N T”;}’f aCthlty Of
i 2 ~ PARTULL 2P R LA =% servers
7 & Fip | R 2 e AL R AT Inspection  of
B R | A setting of
ES SN T directory server
sk K and setting of
FEN g firewall
i FaT1 0 AR LRE L [ E connection e f S | i
= :é‘ = — -
o );v i P L % 2 b RNy RS TR 2B ithin one year after receipt of initial approval or change
T % > 2 A R T . of level, the government agency shall complete the
T R : e — Cyber security threat detection | development of threat detection mechanism, and shall
- B R FAFERI ) EN L - BFAX management mechanism continue the maintenance and operation thereof and submit
co e A 2R PR - the monitoring management documentation in the manner
" _ | AR R R - Ep > F designated by the competent authority.
B T L ¥ ‘ s . -
e ! TlEE 2 BBR AP G SR Within one year of receipt of initial approval or change of
paE b EE e .| levels, the government agency shall complete the import
& s ‘ TR AFERL G R Government configuration : ST :
FERE R AP A RSl B Ep T baseline operation of government configuration baseline for the
WYRES | FE % 2B | :ﬁ N g: =~ . ';: ) 5;7 P P items publicized by the competent authority, and shall
=gpd L2 CRRS }@# Foomiia continue the maintenance and operation thereof.
_ EEES ’”ﬁ A R IS Anti-virus
L software
- FH AP AT ] T AR FRE CREN P M ﬁetworkfirewallt
2 3 e T4 o governmen
27E &v“* ‘ P agency has email
- TARRZ R THEF 2 o dp B ARG L P ML SR B server, it should
= \?xﬁ-’é’};%ﬁ%’\ﬁ ;}ﬁ)@:}_ T E «a’&}_;ﬁ»—go h_ave_ email
B O PHALAL TFLR 2P B R R RATRIND N R A EURE filtering
» , mechanism s .
RSN 'F ﬁ\;rﬁp T 2ZHE B4 E A w2 2 4% o Hacking detection Within one year after receipt of approval or change of
. RS Cyber levels, the government agency shall complete activation of
i E fin 2 R thg # A 2o T R : e i )
FUE s REmk LFBMRT LER R (*#) TR =R security ﬁ:]éj(:hanismdefense various cyber security defense measures, and continue to
defense If th n use such measures and timely conduct the necessary update
€ government | . upgrading of software and hardware.
agency has the
core information
and
communication
system for
external service, it
should have the
application
firewall
Cyber  security | Each year, at least two persons shall receive the cyber
Awareness Cyber . . . . - .
e . and information | security professional program training or the cyber security
and training security L
personnel competence training for not less than twelve hours each.
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education General user and | Each year, each person shall receive the general cyber
and training | officer security education training for not less than three hours
Within one year after receipt of initial approval or change

ge%z?irt Cz)k;g;sion:lfcumy of level, the full-time cyber security personnel shall held a
rofess)i/onal lloicense total of not less than two licenses, and shall continually
P maintain the validity of licenses.
license and - o . —
Cyber  security | Within one year after receipt of initial approval or change
competence . .
L competence of level, the full-time cyber security personnel shall held a
training ; :
e assessment total of not less than two licenses, and shall continually
certificate o . -~ .
certificate maintain the validity of certificates.

Notes:

If the nature of the information and communication system is a shared one, whether it belonged to the core
one, it shall be judged by the agency in charge of the installation, maintenance or development of such
information and communication system.

The third party as used in “impartial third-party certification” refers to an agency commissioned by the
competent authority for the certification in accordance with the Standards Act of our country.

The full-time cyber security personnel refer to the personnel who should implement cyber security businesses
in full-time.

In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the government agency may take other measures which
have equal or better effects as approved by the competent authority.

Cyber security professional license refer to the cyber security professional license issued by domestic and

foreign issuing authority(entity) recognized by the competent authority.
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Schedule 4: Matters to be conducted by the specific non-government agency of cyber security

responsibility Level-B
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System Items Sub-items Contents conducted
aspect conducted conducted
Within one year after receipt of initial approval or change of
level, the specific non-government agency shall complete the
e classifications of the information and communication systems
Classification and defense . .
. . developed by itself or outsourced according to Schedule 9, and
standards of the information o _
o shall complete the control measures specified in Schedule 10;
and communication system . :
subsequently, the specific non-government agency shall inspect
the appropriateness of the classification of levels of information
and communication systems at least once a year.
Within two years after receipt of initial approval or change of
level, the specific non-government agency shall import to all of
The importation of the | its core information and communication systems the national
Management | information security | standards - CNS 27001 information security management
aspect management  system  and | system, or other systems or standards with equal or better
verification by a impartial third | effects, or other standards developed by the specific non-
party government agency itself and approved by the competent
authority; within three years of the completion of impartial
third-party certification, the specific non-government agency
shall continually maintain the validity of its certification.
Dedicated  cyber  security Within one yea}r_after receipt of initial approval or change of
level, the specific non-government agency shall deploy two
personnel
persons.
Internal cyber security audit Conduct once a year.
Business sustainable operation | Conduct once every two years for all core information and
rehearsal communication systems.
Detec;tlon .Of Conduct once a year for all core information and
. website security L
Security -~ communication systems.
detection vuln_erablllty _ _
Testing of system | Conduct once every two years for all core information and
penetration communication systems.
Inspection of
network
framework
Technical Inspection of
aspect cyber malicious
Cybe_r activity
security .
health Insp_e(_:tlon _ _of Conduct once every two years.
) . malicious activity
diagnosis .
of user terminal
computer
Inspection of
malicious activity
of server
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7O PR GE Inspection of
2 4f+ o F Ak setting of
_:‘z Ny f%g dlréectoryit_ serve;
ﬁ\ﬁ}% and setting o
FETC - LAR AL - pEI Y flrewall_
Ff\a’:;}_z{ﬁ v V&,j = d T e connection
T > ERE: =7 L% 2B FHRAT RN FTULE > H Within one year after receipt of initial approval or change of
2T 0 AR o Cyber security threat detection | levels, the specific non-government agency shall complete the
AT b - R F R EFAF BRI 2 - BFEX management mechanism development of threat detection mechanisms, and shall
B BN THET VR o _ continue the maintenance and operation thereof.
R EPRA R Bp > F Argl-v'rus
FUX R FER fx2hy” ﬁ %”H%#rﬁ R SI’\(I)eth\\IIS;i firewall
TAE &#f 2.5 it e —
—— If the specific
O non-government
- T RS R R o ST kM2 3 KR kS B agency has email
2% ’d%*w“%’? N R server, it should
N N e P T Y L R e o have email
- BEORE TR 27 g B A RIRA S L L FMPF—\%*? filtering
S B TAOSMrEE AL T T }_mF,Jfﬂ%’fozﬂx%\“rveB CRF R OpERLS mechanism
Feb s B BEP AP m*g: ERE-E Y SR ST I S P S Lgc“w o Hacking Within one year after receipt of approval or change of levels,
, , . o Cyber detection and | the specific non-government agency shall complete activation
N =L g2 ¢ 2 g 1 ﬁx%,»mégbj&*;,‘,y\ . . g .
S _Z}w‘ﬁ;’" PR EL PN AR * ATt 4 security defense of various cyber security defense measures, and continue to use
PoFETIAMMEF RPN TEL 2 RFRER defense mechanism such measures and timely conduct the necessary update or
T FUHF2EEER Ipd LMY RPN PEERMN () ThEL T 2 If the specific | upgrading of software and hardware.
ER oo non-government

agency has the
core information

and
communication
system for

external service,
it should have the

application
firewall
Cyber Cyber  security | Each year, at least two persons shall receive the cyber security
security and information | professional program training or the cyber security competence
education | personnel training for not less than twelve hours each.
and General user and | Each year, each person shall receive the general cyber security
Awareness . . . L
e training officer education training for not less than three hours.
and training — - —
Within one year after receipt of initial approval or change of
Cyber security professional | level, the dedicated cyber security personnel shall held a total
license of not less than two licenses, and shall continually maintain the
validity of the licenses.
Notes:

1. If the nature of the information and communication system is a shared one, whether it belonged to the core
one, it shall be judged by the agency in charge of the installation, maintenance or development of such

information and communication system.
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. The third party as used in “impartial third-party certification” refers to an agency commissioned by the
competent authority for the certification in accordance with the Standards Act of our country.

. In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the specific non-government agency may take other
measures which have equal or better effects as approved by the central authority in charge of relevant industry.
. The central authority in charge of relevant industry of the specific non-government agency may, depending on
actual requirements and to the extent of compliance with requirements of these Regulations, otherwise provide
for the cyber security matters to be conducted by its regulated specific non-government agency.

. Cyber security professional license refer to the cyber security professional license issued by domestic and

foreign issuing authority(entity) recognized by the competent authority.
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Schedule 5: Matters to be conducted by the government agency of cyber security responsibility

Level-C
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System aspect

Items
conducted

Sub-items
conducted

Contents conducted

FREPAS R G Ep o 2

Classification and defense
standards of the information
and communication system

Within one year after receipt of initial approval or change of
level, the government agency shall complete the classifications
of the information and communication systems developed by
itself or outsourced according to Schedule 9; subsequently, the
government agency shall inspect the appropriateness of the
classification of levels of information and communication
systems at least once a year. If the system levels are “high”, the
government agency shall, within two years of receipt of initial
approval or change of levels, complete the control measures
specified in Schedule 10.

Within two years after receipt of initial approval or change of
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Management level, the government agency shall import to all of its core
aspect The importation of the information a_nd communication systems the national standards
. . . - CNS 27001 information security management system, or other
information security .
management svstem systems or standards with equal or better effects, or other
g y standards developed by the government agency itself and
approved by the competent authority, and shall continually
maintain the importation thereof.
Dedicated cyber security Within one year after receipt of initial approval or change of
level, the government agency shall deploy one person on full-
personnel time basis.
Internal cyber security audit | Conduct once every two years.
Business sustainable | Conduct once every two years for all core information and
operation rehearsal communication systems.
Detection  of
website Conduct once every two years for all core information and
Securit security communication systems.
ty vulnerability
detection .
Testing of . .
svstem Conduct once every two years for all core information and
Y . communication systems.
penetration
Technical Inspection  of
aspect network
P framework
Cyber Inspection  of
security cyber
health malicious Conduct once every two years.
diagnosis activitiy
Inspection  of
malicious

activity of user

19




TERSE AEF - LARREXL - RN terminal
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AR M4 R eI Inspection  of
- 2 AL g WS ..
KT VR AL X2 | EAEEREZ P2 - BT malicious
o 4 . P SRy activity of
=2 I B A=Y L o
T :?A j‘ AL o n SRR server
LR FEA 253 | FUA2EHA AR RIEFF - Inspection  of
FL X >5 |ERE . setting of
¥ s B cw % A AET T E LY T EEEE N directory
P & f’_til\%é F H% 2B AR A G - L server and
o A A T¢$§,¢¢$&ﬂ\4iiﬁo setting of
oy firewall
% 'EL_; , e R, - connection
- ?\\ /:. wu7 ‘]4' ’Fﬁ( - —;‘ * ]4 '% ,?V"-»'-Jz ’ V_; EZ ?\3@ ,ﬁ Lz F‘ ?\:)I{ ‘%. > ;E“;EE\‘ F‘Q );?#&Fﬁg ;LIJ Iy‘? Ant]-V”'us
EE B Pos i ko software
S FHEERAR #ﬂ B2BEPFFLE 2 EHBF - ]’c\ilfet\\l’vvglrlk Within one year after receipt of approval or change of levels,
o opguyeE At TFEE 2 ug;; R K,% RAFATEIED N R EEFEANGFN Cyber I qovernment the government agency shall complete activation of various
P ; sy H B4 e Ay L sk 5 B security g cyber security defense measures, and continue to use such
2 'g#ﬁﬁp T ZH W EG R kW 2 e q agency has : .
. ‘ o e efense i it | measures and timely conduct the necessary update or upgrading
roFHEREER ) A %%Wa?i WE RPN EEBH () PR TEE 2 emall SETVET, 111 of software and hardware.
2P o should  have
P email filtering
mechanism
Cyber securit . .
Cyber ar?/d Y| Each year, at least one person shall receive the cyber security
yoer . . professional program training or the cyber security competence
security information

: training for not less than twelve hours each.
education personnel

and training | General user | Each year, each person shall receive the general cyber security

and officer education training for not less than three hours.
Awareness Cyber Cyber security
and training securit rofessional The full-time cyber security personnel shall hold a total of not
y P less than one license.
professional | license
license and | Cyber security | Within one year after receipt of initial approval or change of
competence | competence level, the full-time cyber security personnel shall held a total of
training assessment not less than one certificate, and shall continually maintain the
certificate certificate validity of certificate.
Notes:

1. If the nature of the information and communication system is a shared one, whether it belonged to the core
one, it shall be judged by the agency in charge of the installation, maintenance or development of such
information and communication system.

2. The full-time cyber security personnel refer to the personnel who should implement cyber security businesses
in full-time.

3. In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the government agency may take other measures which

have equal or better effects as approved by the competent authority.
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4. Cyber security professional license refer to the cyber security professional license issued by domestic and

foreign issuing authority(entity) recognized by the competent authority.
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Schedule 6: Matters to be conducted by the specific non-government agency of cyber security
responsibility Level-C
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System Items Sub-items Contents conducted
aspect conducted conducted
Within one year after receipt of initial approval or change of
level, the specific non-government agency shall complete the
classifications of levels of the information and communication
systems developed by itself or outsourced according to
Classification and defense | Schedule 9; subsequently, the specific non-government agency
standards of the information | shall inspect the appropriateness of the classification of levels
and communication system of information and communication systems at least once a year.
If the system levels are “high”, the specific non-government
agency shall, within two years of receipt of initial approval or
change of levels, complete the control measures specified in
Schedule 10.
Within two years after receipt of initial approval or change of
Management level, the specific non-government agency shall import to all of
aspect its core information and communication systems the national
The importation of the | standards - CNS 27001 information security management
information security | system, or other systems or standards with equal or better
management system effects, or other standards developed by the specific non-
government agency itself and approved by the competent
authority, and shall continually maintain the importation
thereof.
Dedicated  cyber  security Within one yeqr_after receipt of initial approval or change of
level, the specific non-government agency shall deploy one
personnel
person.
Internal cyber security audit Conduct once every two years.
Business sustainable operation | Conduct once every two years for all core information and
rehearsal communication systems.
Detegtlon .Of Conduct once every two years for all core information and
. website security "
Security | ili communication systems.
detection v n_erabl Ity . .
Testing of system | Conduct once every two years for all core information and
penetration communication systems.
Inspection of
network
Technical framework
aspect Cyber Inspection of
. cyber malicious
security .
health activity Conduct once every two years.
diagnosis Insp_e(_:tlon of
malicious

activities of user
terminal
computer
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Network firewall
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ERN S & zé#ﬁf‘aé 2 ¢ A R EI FRMEARTER R E AR R TL FR defense agency has email | such measures and timely conduct the necessary update or
SRR S L SRS I NTE Y 2 server, it should | upgrading of software and hardware.

N have email
o T EREER Y L F BT 2R PEERM () TRELFTEX 2 filtering
/}.‘4 .
AL mechanism
Cyber Cyber  security | Each year, at least one person shall receive the cyber security
security and information | professional program training or the cyber security competence
education | personnel training for not less than twelve hours each.
A and General user and | Each year, each person shall receive the general cyber security
wareness . : . g
. training officer education training for not less than three hours.
and training - : ——
Within one year after receipt of initial approval or change of
Cyber security professional | level, the dedicated cyber security personnel shall held a total
license of not less than one license, and shall continually maintain the
validity of license.
Notes:

1. If the nature of the information and communication system is a shared one, whether it belonged to the core
one, it shall be judged by the agency in charge of the installation, maintenance or development of such
information and communication system.

2. In conducting “cyber security health diagnosis” of this Schedule, in addition to implementation of the items,
contents and timeframes specified in this Schedule, the specific non-government agency may take other
measures which have equal or better effects as approved by central authority in charge of relevant industry.

3. The central authority in charge of relevant industry of the specific non-government agency may, depending on
actual requirements and to the extent of compliance with requirements of these Regulations, otherwise provide
for the cyber security matters to be conducted by its regulated specific non-government agency.

4. Cyber security professional license refer to the cyber security professional license issued by domestic and

foreign issuing authority(entity) recognized by the competent authority.
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A - FULX2FEERD R LBMBEFER Schedule 7: Matters to be conducted by each agency of cyber security responsibility Level-D
R & FEIZTE P PEIZIE P TR FEIEN F System Items Sub-items conducted Contents conducted
o aspect conducted
& fc Y
FXEPT AR R s - BN R Anti-virus software
- FaE 2 K AR X EEFEE 2D ?f:»*ﬁ 52 foh > ¥ Within one year after receipt of approval or change of
/{7 > 2. ~ N2 s, — . > - i H H
m - B G o ppr | WY Z G PR A2 ¢ & (AT | || Technical Cyb(%_rt Network firewall levels, eagh agengty dshfall complete actl(;/atlo?_ of
T | R aspect security If each agency has email | Various cyber security defense measures, and continue
pos defense server. it should have | O Use such measures and timely conduct the necessary
202 3 B email filtering | UPdate or upgrading of software and hardware.
v FUA2 |- 2 | FAFERLZ P RFA mechanism
B2 T2 5 R Cyber Each year, each person shall receive the general cyber
B ﬁ ?’t P ﬁ 1 ”F’" -+ i?{ E] ﬁ . y g y
- o Awareness | security , . _
oy - oap - : F W o~ o 3 oam o g d trainina | education General user and officer | security education training for not less than three
R oy L hT L FPMART R o n b Apmi e e || 9 4 train hours
_ . - e and trainin :
BIR o 7 Rl e RS EM L TR 2 RATT 9

Note: The central authority in charge of relevant industry of the specific non-government agency may, depending on
actual requirements and to the extent of compliance with requirements of these Regulations, otherwise provide for the

cyber security matters to be conducted by its regulated specific non-government agency.
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sy &
TR
AN FUHEX2FEERE %2 LM REFER Schedule 8: Matters to be conducted by each agency of cyber security responsibility Level-E
TR » PEIDIF P PEIPIE P w3E FERE RN System aspect Items conducted Sub-items conducted Contents conducted
; Each year, each person shall receive
T FiE > - AL JF‘{ A FEAFEBRIX N2 - BFH Awareness and Cyber_ SECUMY | General user and Y P . .
ol e s e . . - education and the general cyber security education
BTR TR i TN T IR o training trainin officer - ©
Y training for not less than three hours.
BBt oMY AP T EA A M ERTEF R NP EATEEZRATLF
IR > ¥ oy B M L T % > R o

Note: The central authority in charge of relevant industry of the specific non-government agency may, depending on

actual requirements and to the extent of compliance with requirements of these Regulations, otherwise
provide for the cyber security matters to be conducted by its regulated specific non-government agency.
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it & 4
A4 T ARBET A R A Schedule 9: Principles of classification of levels of defense requirements of information
and communication system
BET R Defense
- B B ? 4 reqlilren?ents High Medium Common
3 Lol
FITUASTART |FIFUALTART | FATAT ARG | |t
R T T O I R P The occurrence (_)f c_yber The occurrence of cyper The occurrence of cyper
— T DR TR security incident | security incident resulting | security incident resulting
B AGEEL T | BN AGRIEL T | @S AEREL T resulting in impact on | in impact on information | in impact on information
ke A ER BoHPBHZYE-TA | B HPMLYE T4 | B HBMLYyE -T2 information and | and communication | and communication
BREE S RAFAE AR EE S G RAA P | A CEEZ S R RE DS communication system | system  might cause | system  might cause
TRE & L 22 AES-T5- O Confidentiality might _ _ cause unguthorizgd discl_osure unquthorize_d discl_osure
o u?a_utporlze(_j dlslclogyre of |_nform_at|on, leading éo Io_f |_nfc()jrm_at|on, leading rt\o
P Ee— T T T o o T T = o pra— of information, leading | serious impact on the | limited impact on the
%i FULEFERE @% FUE2F ERE ]’}\3} FUE 2T ERE to very serious o% operation, P asset  or | operation, P asset  or
LIRS R M R A T R R disastrous impact on the | reputation of the agency. | reputation of the agency.
RN S I SRR RN - A I A I R R R A S operation,  asset or
£ J e EFFEOHBMIFES | BT PN FE | ST M2 FE reputation of the agency.
FAMCEIZ G RE | TALMCEI A | TALNCEIZ S 6 B4 The occurrence of cyber | The occurrence of cyber | The occurrence of cyber
EAE 3 O QRN X c A el ' - EA IS EEP- T T security incident §ec_urityincide_nt result!ng ;ec_urityincide_nt result!ng
BB resulting in impact on in impact on |nformat!on in impact on |nformat!on
N I I A e S I E S TS IS T . g‘ p and communication and communication
= pe A = pex R = pex R information and system might cause the | system might cause the
LT N R R R AL S communication system | error or tampering of the | error or tampering of the
BEHTR O FTEL AR YT FTE AR | gAHTR T AR micht cause the error o | INformation, leading  to | information, leading  to
G BN 2 P g, |2 B AR 2 P, |2 GBAR 2 P g Integrity 8 _ serious impact on the | limit impact on the
HM2 §F - FTAL | HBMZFEF - FTAS | HBUM2Z YT FTAS Famperm'g ofthe‘ operation,  asset  or | operation,  asset  or
EEES G A AF | RIS AL R | GEES G MAL 4T information, leading to | reputation of the agency. | reputation of the agency.
Eg;jif ] k E\/F‘—‘t}—i ggfg_rs ° 1§gf§_g ° 1%;}%}3 ° VEry SErious or
bk AL ﬁ BFA k| doAAET @’} BFU h | AT AREAE dlsastr.ous impact on the
RERFEHZ 2 Fl | RELSFEHE 2 FL | 025 F MR operation, asset or
ZrMMEL TR | X 2AMEL TR | A reputation of the
T AR PE AR\ T AR R agency.
e FUX2TEAPP | FUT 2T ARP The occurrence of cyber | The occurrence of cyber | The occurrence of cyber
i f‘“‘\% (Res R e A EEE F 8 1k security incident | security incident resulting | security incident resulting
FEGRs AR D | FEiEL AR A R resultl_ng in impact on | in  impact on the in impact  on the
B B M AR | £ bR the mfprm_atlon and mformatl_on_ and mformatl_on_ and
e g R e w e communication system | communication  system | communication  system
PAIE T LR ) s e Availabilit might cause the | might cause the | might cause the
e y interruption of access to | interruption of access to | interruption of access to
B T M R RS B kB SR R A T 2 fiﬁ A or use of the information | or use of the information | or use of the information
e R AT RE s bk s o and mf_ormatmn and | and m_forr_natlon and | and m_forr_natlon and
> T fh L PFER TR communication system, | communication system, | communication system,
leading to very serious | leading to serious impact | leading to limit impact on
or disastrous impact on | on the operation, asset or | the operation, asset or
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the operation, asset or
reputation of the agency.

reputation of the agency.

reputation of the agency.

Regulatory
compliance

The failure to strictly
comply with regulatory
requirements relating to
the installation  or
operation of information
and communication
system involving cyber

security might cause
impact on the
information and

communication system,
leading to cyber security
incidents, or impact on
the legitimate rights and
interests of others or the

impartiality and
justifiability —of the
agencies in the
performance of
businesses, and cause

the personnel of the
agencies to be subject to
criminal liabilities.

The failure to strictly
comply with regulatory
requirements relating to

the installation or
operation of information
and communication

system involving cyber
security might cause
impact on the information

and communication
system, leading to cyber
security incidents, or

impact on the legitimate
rights and interests of
others or the impartiality
and justifiability of the
agencies in the
performance of
businesses, and cause the
agencies or their
personnel to be subject to
administrative
punishments, disciplines
or penalties.

Other status of
installation or operation
of  information  and
communication ~ system
under relevant regulatory
requirements.

Note: The defense requirement levels of the information and communication system shall be the highest
ones as determined in any of the dimensions of confidentiality, integrity, availability and regulatory

compliance relating to such systems.
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Schedule 10: Defense

standards of information and communication system

ARpET R

Defense requirements of systems

A N g’ .
e ¥ :
2R
-~ AR M T AR N i S EE N A AL
FERRAT @ X IVEE ST A
HrpE o kLR * oo G ETRNC EE|
Bodeig g . RPN ] %1ﬁﬁo
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g L N T DRV = S IR 3 3
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K o FAAE s
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4 Rt e
B P RURR > W ezFRr F (A RLRY F7 | B o
- B2 2R ) R M IR Eiat a0 A 4Rz ik
TR AR -
- S RESTHE ARG A ok - b o r 2
= Tk SeBHR Y S R o F G o
R T RSB KRS R M kB H s 2
B LRAT RRLEEEAR 2
O A E o gk g g
< EqL o, B R —%‘]zi
B & T E
PIRES S
- R FRAEPFE T ERRAEEE
EEN R R S S E L WE LTS
R ETHE
i S
mgpy | MTF ‘?%iifg
1 1= Fﬁf** “

2 3 T
R AR 2
FIFE iR
AR

Level
Control measure High Medium Common
Dimension Contents of the
measures
1. When the | 1.  The temporary | Establish the account
expected idle or emergent | management
time accounts which | mechanism,
prescribed by have  expired | including the
the agency or should be | procedure for
usable time is deleted or | application,
exceeded, the prohibited. activation,
system should | 2. The idle | suspension and
automatically accounts of | deletion.
logout the information and
users. communication
2. Use the system  should
information be prohibited.
and 3. Periodically
communicatio review the
n system establishment,
according to revision,
the activation,
Account circumstances prohibition and
management and conditions deletion of
Access control prescribed by accounts of
the agency. information and
3. Monitor the communication
information systems.
and 4. Al control
communicatio measures for the
n system level of
accounts; “common”.
report to the
administrator
if any

abnormal use
by an account
is found

4, All control
measures for
the level of
“medium”.

Least privilege

The principle of least privilege is adopted.

The users(or the procures for acts on behalf

No requirement
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of users)are granted the authorized access
required for the completion of duties only,
depending on the duties and business

functions of the agency .

1. The remote connection with the
information and communication
system should be monitored.

2. The information and communication

For each kind of
permitted remote
access, the

authorization should

=k X T
cEs A2 T
293 Al o
SRR SRR MR R EN AL | Fa Ay
ﬁﬁﬁﬁﬁﬁkﬁ° BLp NP AR A 4 AR
N e 7 B4 pedl W oag o
PR 2 - Q{J»*Fﬁﬁuﬂﬁ& e b R, T
. FUEEDE R
L

2 pr B (UTC) &
sk F
(GMT) -

CRPBAPHTEE | - BE RS g w2 BB
&t ¥ I8 RART ST RFHOFLAFEE | 5wy e
S SRS PR Fe 48 ] X
- S AT ERE TS i
’ﬁ#’;‘;ﬁﬂjé%@o ;}’Z’;ﬁ:vjﬁ%@o
C R R R TE ~‘@iﬁw$%9? TR RT R
P EE A W IR A LR AAE & 2
I - WoTHE TR BER g
:3 .Lé_: ’\ . R R EEEY T S F RS
FE5 D i%kﬁ\& wl= v Emrg s BERE
Q;_g\‘ Jfrgf:* ' B 4 #‘i%‘l#ﬁ 3 o
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Audit and
accountability

system should adopt encryption | be  obtained in
mechanism. advance; the wuse
3. The source of the remote access to the | restriction,
information and  communication | configuration
system should be the access control | requirement,
Remote access i )
point ad pre-defined and managed by | connection
the agency. requirement and
4. All control measures for the level of | documentation
“common’. should be
established; and the
inspection operation
of wusers’ privilege
should be completed
at the server terminal.
1. Audit events should be reviewed | 1. Retain the audit
periodically. records

Audit event

2. All control measures for the level of
“common”.

according to the
prescribed time
cycle and the
policies of
record retention.

2. Assure that the
information and
communication
system has the
function of audit
of specific
events, and
determine  the
specific
information and
communication
system incidents
to be audited.

3.  Should audit
various
functions
executed by the
administrator
account of the
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information and

Content of
audit record

communication
system.

1. Audit records generated by the | Audit records
information and communication | generated by the
system shall include other relevant | information and
information as required. communication

2. All control measures for the level of | system shall include

“common’’.

the type of incidents,
dates of occurrence,
places of occurrence,
and the information
about the
identification of the
users relating to the
incidents; single
journal recording
mechanism should be
adopted to assure the
consistency of the
formats of output.

Storage
capacity for the
audit

Storage capacity required for the audit records shall be equipped
depending on the requirement of the storage of audit records.

Response  to
failure in audit
process

1.

Upon occurrence of the audit failure
events which should be reported
immediately as required by the
agency, the information and
communication system should give
warnings to the specific personnel
within the timeframes prescribed by
the agency.

All control measures for the levels of
“medium” and “common”.

In case of failure in
audit  process, the
information and
communication system
should take
appropriate actions.

Time  stamp
and time
calibration

The internal clock of the system
should synchronize with the time
cycle specified by the agency and the
source of standard times.

All control measures for the level of
“common”.

The information and
communication system
should use the internal
clock of the system to
generate time stamps
required for audit
records, and such time
stamps should be able
to correspond to
Universal Time
Coordinated(UTC) or
Greenwich Mean
Time(GMT).
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be AT | TH A Sder BASE 7B 0 A e % S Sk AL | B E R - Periodically Shoulfi use the | The access
ey ks back up the integrity of the | management of audit
e o lgg 1F ° . . . ..
. P S audit records hashing or other | records is limited to the
E b4 4% 23 E 7 ¢ 1R It A ° . ..
PPN Tk S PR R T F(E R ABHRY 52428 to the proper methods | users with privileges.
* g physical to assure the
w1 g Protection  of system mechanism.
GAEE | BH AT 2ER (GERE TR RER) o P A S R - audit different All - control
e information from the measures  for
o iE original audit the level of
7R system. “common”.
g g | T S THRARFRELIOEUT AR RSP RF | gt All  control
RV R N measures for
= S BT B GIT AR VAT RIFE 2 PED 0 TR the level of
ESELES EESE TN “medium”
-~ ﬁ 7RSS X R | BT 2F R TR Should take Should 1. Set the
Ty g o -~ BAAEALGMY LiBFE P TR the  backup periodically test requirement  for
sy S NE R AR EEs e and restore as the backup tolerable time of
4 Ff ¥ :P s o = FABER R FT 6 CHT N B ER a part of the infgrmation to information loss
BEBE | = Sale 204 FREINY - S SR AR £ B testing of the VeI:lfy. . the of the system.
2_EE R o business reliability of the | 2.  Execute the
F B y
) s | T R TEERMEIRD | HE CHEAR, % 2R continuity backup . media system source
KR . R plan. and the integrity codes and the data
o g | S TER ) - $ur 2T Should store of the backup.
- R £ EE gwﬂ % o the important information.
N Shals WER R FAREAIHE | - semSomug e g software of All control
%1 ;‘1' . the measures for the
P2 HPM TR 2w inf : level f
KEEE | o~ EE R *ﬁ 5% o / Information eve V)
U ToRFLAEY and “common”.
AR R ..
Ao TP LR communicati
WELE
JRI%E BT o ' on system
LN E N o Business Backup of and backup
STk dp B R .y
continuity plan | system of other
EAEEE LK security
JORE R | T AR FL P R AE R AU AR ERRRE 2T R (S related
GG | BT R AR R L %nformatlon
P n the
£ independent
EEEA | BH BRI FERBRLRE - mE R facilities or
AR )@lm GHFRAAE R AWM B . fire cabinets
- S FH A REET AR | e ko £2E at the place
g,g;; s ;gﬁg; different
TGS R T from the
P B By 2 18 2 été { oMl ﬁ,,]ﬁ ﬁr‘ operating
do iR | e FEAZRHEES systems.
” Kp K B All  control
I 2B FERE% measures for
#Y AW EREZ T the level of
* e “medium”.
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S AEFEZEELALER 1. Set the requirements for the tolerable | No requirement
£ & time from the interruption of
PR N Y LR R s information and communication
JEA B System rescue system to thg recovery Qf sqvice.
EEN PR B kA 2.  When the original service interrupts,
W BT L AR the service is provided by the rescue
2R 2% 2P equipment in lieu thereof within the
EXi tolerable time.
THES | FRFRZAMEEET R | RE Lo FE RS 1. Adoptmultiple [The information and communication system
P g Wy authenticqtion should haye the function of identification and
SRR T A MR B R - P technologies authentication of sole agency users(or the
B o Lx e et for the [program of act on behalf of agency users);
SR | T SR R IS i ot 1 E R TR LR X Identification network of [common accounts are prohibited.
T AT o and accounts or the
N T s ® | -~ BT R | g st At authenti_cation access to the
IR FERARRLAI | o ey of internal host.
HGmE o PR I F Ak M2 A users 2. All control
Fijam FH A ApELEH gy o TR measures  for
Ao | T PoSHERRERS | - s ol 29y the level of
Tz AR o s HAlE - “medium” and
- = .$ B IRt “common’.
e BAIR - 1. Identity verification mechanism | 1. When using the
- IR EHM | - R RFRRE | gk should prevent from the logon by preset password
BFERRERES - TR R A R % automatic program or the trials of to  login  the
= Fuld 293 H a2 it e change of password. system,  should
B fodlp - S R 2. The password resetting mechanism immediately
Ay s ’é 46 5k B e have verified identities of users change the
R TORRFIRE S o Identification again, and then send one-time and password  after
= & IE““E xR and time-based tokens. logon.
e R ‘?‘f““@? %’Eﬁ% authentication 3. All control measures for the level of | 2.  Information
fﬁf R F 2R “common”. relating to identity
- verification may
(= not be transmitted
- FEEFTR TR TE FAFTAE o bRy TERE PR N AR RE identity by plain text.
LT Gl TP VA WEE R PR ER R B2 RN G verification 3. Jlave the account
= ockou
N management mechanism; if the
SR RALHEMAY L P AT I F M ERTEF R TR L AR AR FRN T identity
Fim e By R AR 2 AR . verification  for
account logon
fails for three
times,  disallow
such account to
continue the trial
of logon at least
within fifteen
minutes, or use
the failure
verification
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mechanisms built
by the agencies
themselves.

The information
and
communication
system with
password-based
authentication
should impose the
least complexity
of password;
impose the
restriction on the
shortest and
longest validity of
passwords

When the users
change password,
at  least  the
password may not
be same as those
used for previous
three times.

The measures
specified in points
4 and 5 may be
conducted for
non-internal users
according to the
regulations
formulated by the
agencies
themselves.

Authentication

The information and communication system should shield the

information information in the course of authentication.
feedback
. When the information and communication | No requirement
Encryption
module systems use the passwords for

authentication

authentication, such passwords should be
encrypted, or stored after hashing process.

Identification
or
authentication
of non-internal
users

The information and communication systems should identity and
authenticate non-internal users(or the program of act on behalf of

agency users).

AcCcess
systems
services

to
and

Requirement
phase of
system

Use the method of checklist to confirm the system security
requirements(including confidentiality, availability and integrity).
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development
life circle

Design phase
of system
development
life circle

Depending on the system functions
and requirements, identify the threats
that might impact on the system, to
conduct risk analysis and assessment.
Feedback the risk assessment results
to the screening items of the
requirement phase, and submit the
revision of security requirements.

No requirement

Development
phase of
system
development
life circle

Execute 1. Should practice necessary control
“source code measures for the security requirements.
scanning” 2. Should pay attention to the avoidance of
security common software vulnerabilities, and
testing. practice necessary measures.

Have the 3. When errors occur, the user’s pages

notification

mechanisms of
serious error of
the system.

All control
measures for
the level of
“medium” and

display short error message and code only,
without detailed error message.

“common”.

Execute Execute “vulnerability scanning” security

“penetration testing.

testing”
Testing phase security
of system testing.
development All control
life circle measures  for

the level of

“medium” and

“common”.

In the maintenance operation phase Under the

of system development life circle, deployment

attention should be paid to the environment,
Deployment version  control and  change should  conduct
and management. update and fixing
maintenance All control measures for the level of of relevant cyber
operation “common”. security threats,
phase of and close
system unnecessary
development services and ports.
life circle Not to use preset

passwords for
relevant software
of information
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and
communication
system.

Outsourcing

If the development of the information and communication system is

phase of | outsourced, the security requirements by level(including
system confidentiality, availability, integrity) for each phase of system
development development life circle shall be included in the outsourcing contract.
life circle

Obtaining Development, testing, and formal operation | No requirement
programs environments should be separated.

System Should store the documents relating to the management system
documents development life circle.

Protection of
systems and
communications

confidentiality
and integrity of
transmission

1.

The information
and
communication
system should
adopt encryption
mechanism, to
prevent from
unauthorized
disclosure of
information or to
detect the change
of information;
unless there are
substitutive
physical protection
measures in the

course of
transmission.
Use public,
international

institution verified
and not cracked

algorithms.
Support the
maximum length
key of algorithms.
Periodically
change the
encryption key or
certification.
Should
formulate the
management

regulations on the
custody of key at
server  terminal,
and implement

No requirement

No requirement

35




security protection
measures that
should exist.

Securities  of

data storage

The static information
and the relevant
confidential information
required for protection
should be encrypted for
the storage.

No requirement.

No requirement.

Integrity
systems
information

of
and

Vulnerability
fixing

1. Periodically confirm the status of
fixing of relevant vulnerabilities of the

information  and

system.

communication

2. All control measures for the level of

The vulnerability
fixing of the system
should be tested for
the effectiveness and
potential impact, and

“common”. should be wupdated
periodically.

1. The 1.  Monitor the | If a sign of hacking to
information information and | the information and
and communication | communication
communicati system to detect | system is found,
on  system the attack and | should notify the
should adopt unauthorized specific personnel of
automatic connection and to | the agencies thereof.
tools to identify the
monitor the unauthorized

Monitoring of access users of the
information communicati information and
and on flows; if communication
communicatio unusual  or system.

n system unauthorized | 2. All control
activities are measures for the
found, level of
conduct the “common”.
analysis  of
such activity.

2. All control
measures for
the level of
“medium”.

1. Should 1. Use the integrity | No requirement
conduct the verification tools
inspection of to detect the

The integrity of the integrity unauthorized

software  and of software change of
information gnd . spect fic softyvare
information. and information.

2. All control | 2. The examination

measures for

of the legitimacy
of input data of
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the level of users should be

“medium”. placed on the
server terminal of
the application
system.

3. Ifany violation to
the integrity 1is
found, the
information and
communication
system  should
implement  the
security
protection
measures
designated by the
agency.

Notes:

1.

Static information refers to the information located at the specific elements in information and

communication systems, such as the status of being stored in the equipment, or the information relating

to the system that is required for protection, such as the information of contents of setting firewalls,

gateways, hacking detection, defense system, filtering routers, and authentication token etc.

2.

The government authority in charge of subject industry at the central government level of the

specific non-government agency may, depending on the actual requirements and to the extent of

compliance with these Regulations, otherwise provide for the information and communication system

defense standards of its regulated specific non-government agency.

37




