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Regulations on the Notification and Response of Cyber Se-
curity Incident

5 — ¥ &P Chapter 1 General Provisions
F-0F ApE2iRFH L >F | Article 1 These Regulations are stipulated in accordance
2 (T AAE) Bt with Paragraph 4 of Article 14 and Paragraph 4 of Article 18
ER eI S L AES e 5w of the Cyber Security Management Act(hereinafter referred
M TE s . to as the “Act”).
Tl L
¥ - 0F FHE & >F # 4 L ow | Article 2 Cyber security incident is classified into four lev-
%o els.
N Ea N I S S
M ( ujj?; 2&; i ;;> 5 fﬁ; The cyber securi?y_ incident occurred to the govern-
W% 2 E 4T - ment agency or the specific non-government agency (herein-
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after referred to as “each agency”) under any of the follow-

ing circumstances is the level-1 cyber security incident:

1. Minor breach of non-core business information.

2. Minor alteration of non-core business information or
non-core information and communication system.

3. Impact on or interruption of non-core business opera-
tion which may be recovered within tolerable interrup-
tion time, resulting in impact on daily operation of each
agency.

The cyber security incident occurred to each agency un-
der any of the following circumstances is the level-2 cyber
security incident:

1. Serious breach of non-core business information or mi-
nor breach of core business information not involving
the maintenance and operation of critical infrastruc-
tures.

2. Serious alteration of non-core business information or
non-core information and communication system, or
minor alteration of core business information or core in-
formation and communication system not involving the
maintenance and operation of critical infrastructures.

3. Impact on or interruption of non-core business opera-
tion, which cannot be recovered within tolerable inter-
ruption time, or impact on or interruption of core busi-
ness or core information and communication system
operation not involving the maintenance and operation
of critical infrastructures, which may be recovered
within tolerable interruption time.
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The cyber security incident occurred to each agency un-

der any of the following circumstances is the level-3 cyber
security incident:

1.

Serious breach of core business information not involv-
ing the maintenance and operation of critical infrastruc-
tures, or minor breach of confidential, sensitive infor-
mation of general official affairs, or minor breach of
core business information involving the maintenance
and operation of critical infrastructures.

Serious alteration of core business information or core
information and communication system not involving
the maintenance and operation of critical infrastruc-
tures, or minor alteration of confidential, sensitive in-
formation of general official affairs or core business in-
formation or core information and communication sys-
tem involving the maintenance and operation of critical
infrastructures.

Impact on or interruption of the operation of core busi-
ness or core information and communication system not
involving the maintenance and operation of critical in-
frastructures, which cannot be recovered within the tol-
erable interruption time, or impact on or interruption of
the operation of core business or core information and
communication system involving the maintenance and
operation of critical infrastructures, which may be re-
covered within tolerable interruption time.

The cyber security incident occurred to each agency

under any of the following circumstances is the level-4 cyber
security incident:

1.

Serious breach of confidential, sensitive information of
general official affairs or core business information in-
volving the maintenance and operation of critical infra-
structures, or the breach of classified national security
information.

Serious alteration of confidential, sensitive information
of general official affairs or core business information
or core information and communication system involv-
ing the maintenance and operation of critical infrastruc-
tures, or the alteration of classified national security in-
formation.




3. Impact on or interruption of core business or core infor-
mation and communication system involving the
maintenance and operation of critical infrastructures,
which cannot be recovered within tolerable interruption
time.

¥z i T >F E23 s p | Article 3 Content of the notification of cyber security inci-
Ko mEIET AP dent shall include the following items:
N el I K 1. The agency occurred.
S AR R 2. The time of occurrence or awareness.
o ;}L‘;i B 3. The description of the situation.
- A 4.  Level assessment.
T B FER e 5. Coping measure in response to the incident.
I~ FUBFE BRI o 6. Assessment of requirement for external support.
A ?Pffii E: 3 Sy 7. Other relevant items.
- ~HB #Brﬁgiﬁ—
¥ - F a8 B T % > F ¢ | Chapter 2 The notification and response of cyber security in-
i g*; Z cident of government agency
Foroik iR Fid < > | Article 4 Upon awareness of the cyber security incident, the
TR R RN A government agency shall conduct the notification of the
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cyber security incident within one hour in the manner and to
the objects as designated by the competent authority.

In case of the change to the level of the cyber security
incident under the preceding paragraph, the government
agency shall continue the notification as provided for in the
preceding paragraph.

When the notification conducted in the manner as spec-
ified in Paragraph 1 is unavailable for some reason, the gov-
ernment agency shall conduct the notification in another ap-
propriate manner within the timeframes prescribed under the
same paragraph, and note the cause of unable notification
from being conducted in the required manner.

After eliminating of the cause of unable notification
from being conducted in the manner as required under Para-
graph 1, the government agency shall supplement the notifi-
cation in the same manner.

>
~

T AEBEH p £ | Article5 After the completion of the notification of the
EFHL T2 ARG @ cyber security incident, the competent authority shall com-
THRRBE AL TLL D plfete_ the review qf the_ level of such cyber securlty_mudent
TEEsEP o PR within the following timeframes, and may change its level
NPT EA according to the review results: o
v L 1. Within eight hours after receipt of the notification of a
A L Rl A level-1 or level-2 cyber security incident.
B & 2% 2F 0 | 2 Within two hours after receipt of the notification of a
WARIERS NP PR o level-3 or level-4 cyber security incident.
SCHFLZF BN
BFEX2F R




HREL PR o

‘F{,‘iff‘]‘—t’i’ P - s R
2B MR B B
(%) sefip B> p s
SR B DM
AR () S E
PRALA RS
EREL P
(42~ %) \jé_ﬁlg‘ri NFEZ
[ER: - Y ll“%\g
X >r>FEE2 IR
IR ZFFEF
T S
A%%gﬁ%&o

BAPHERLL ST
WME TR sz %’f”""
- R RS EE
rd FH o TR EF PR
P2 MM T e

",'?_;éifx:]“ B 7= f_‘g
BB PR 4R

5;_:?3:}‘;»; Eq’%‘ﬁ ~ B
(ﬁ) E R RO I

F!*E-!zi‘il—;‘ﬁﬂ;r
% - EHRITPFRFR I
% >2F PR B2 %%T’
Tewm 7B R A A Y E
ﬁ"‘#ﬁ%?vﬂ‘"

'?%%&ﬁﬁ:ﬁi

@ﬁwﬁﬁﬂ’f

TERZEREFR
P%%#“%%iﬁ
BN A Y
JEE oA E 2B
TR b LA 2=
iii%é;%

2 ’“—rbk’ H 4o

[N

i

>N‘\ o
[l L

The Presidential Office, the agencies directly subordi-
nate to the central first-level agencies, and special munici-
palities and county(city) governments shall, after the notifi-
cation of the cyber security incident, conducted by them-
selves, their subordinate or supervisory government agen-
cies, their governed villages (townships/cities), mountain in-
digenous district offices of special municipalities, and the
subordinate or supervisory government agencies of such
governed villages(townships/cities) and mountain indige-
nous district offices of special municipalities, and the repre-
sentative councils of the above said villages (townships/cit-
ies) and Mountain Indigenous Districts of Special Munici-
palities councils, complete the review of level of such cyber
security incident within the timeframes as required under the
preceding paragraph, and may change its level according to
the review results.

After completion of the required review of the
level of the cyber security incident, the agencies under the
preceding paragraph shall notify the competent authority of
the review results within one hour, and shall provide infor-
mation relating to the basis of the reviews.

The Presidential Office, the National Security Council,
the Legislative Yuan, the Judicial Yuan, the Examination
Yuan, the Control Yuan, and special municipalities and
county(city) councils shall, after completion of their own no-
tification of cyber security incident, conduct the review of
the level of such cyber security incident within the
timeframes as specified under Paragraph 1, and shall notify
and provide the competent authority with relevant infor-
mation as required under the preceding paragraph.

Upon receipt of the notifications under the preceding
two paragraphs, the competent authority shall further review
the level of the cyber security incident according to the rele-
vant information, and may change its level according to the
review result. However, if it is deemed necessary, or if the
agencies under Paragraph 2 and the preceding paragraph fail
to notify of the required review results, the competent au-
thority may directly review such cyber security incident and
may change its level.
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Article 6 Upon awareness of the cyber security incident, the
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government agency shall complete the damage control or re-

covery operation within the following timeframes, and shall

conduct the notification in the manner and to the objects as

designated by the competent authority:

1. Within seventy-two hours of the awareness of a level-1
or level-2 cyber security incident;

2. Within thirty-six hours of the awareness of a level-3 or
level-4 cyber security incident.

After completion of the damage control or recovery op-
eration under the preceding paragraph, the government
agency shall continue the investigation and management of
the cyber security incident, and shall submit the investiga-
tion, management and improvement report within one month
in the manner designated by the competent authority.

The timeframe of submission of the investigation, man-
agement, and improvement reports under the preceding para-
graph may be extended with the consent of the superior or
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- 5‘ CERBMAL R supervising agencies and the competent authority.
Jf%ﬁf'ﬁéflfu%: 2R Eh
P E ARG 4R B3R If the superior or supervising agencies or the competent
FiEFE 4L~ 2§ & H ¥ | authority deem necessary or deem there is any non-compli-
e iz FE dﬂz » 18 & & = | ance with the regulatory requirement, improper matters or
TR B DI 2 2 R . other matters to be improved in the investigation, manage-
ment, and improvement reports under Paragraph 2, they may
require the government agency to give explanations and
make adjustments.
FoO0E R - sl Article 7 The Presidential Office, the agencies directly sub-
2 3 Mz 2 grs - g | ordinate to central first-level agencies, and the special mu-
(%) FeRro 7}“ R AN n|0|paI|t|e_s and county(city) governments shall p_rpvuje nec-
essary assistance or support in respect of the notification and

response operation of the cyber security incident imple-
mented by the government agency which is subordinate to,
or supervised or regulated by, or whose businesses are re-
lated to them, if circumstances so require.

The competent authority may provide necessary support
and assistance in respect of the response operation of the
cyber security incident implemented by the government
agency, if circumstances so require.

After the government agency becomes aware of a level-3 or
level-4 cyber security incident, its Cyber Security Officer
shall convene the meetings to discuss relevant matters, and
may request relevant agencies to provide assistances.
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Article 8 The Presidential Office, the agencies directly sub-
ordinate to central first-level agencies, and the special mu-
nicipalities and county(city) governments shall plan and con-
duct cyber security exercise for themselves, their subordinate
or supervisory government agencies, their governed vil-
lages(townships/cities), mountain indigenous district offices
of special municipalities, and the subordinate or supervisory
government agencies of such governed villages (town-
ships/cities) and mountain indigenous district offices of spe-
cial municipalities, and the representative councils of the
above said villages(townships/cities) and Mountain Indige-
nous Districts of Special Municipalities councils, and shall
submit the implementation status thereof and the result re-
ports thereon to the competent authority within one month
after the completion thereof.

Content of the exercise operation under the preceding
paragraph shall include the following items at least:
1. Social engineering exercise shall be conducted once
every six months.
2. The notification and response exercise of the cyber se-
curity incident shall be conducted once a year.

The Presidential Office and the central first-level agen-
cies and special municipalities and county/city councils shall
plan and conduct the cyber security exercise operation re-
quired under the preceding paragraph.
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Article 9 The government agency shall stipulate the opera-

tional regulations on the notification of the cyber security in-

cident, the content of which shall include the following mat-

ters:

1. The process and the accountabilities of judgment and
determination of levels of the incident.

2. Assessment of the impact scope and damage degrees of
the incident and the response abilities of the agencies.

3. The process of internal notification on the cyber secu-
rity incident.

4. The method and time of notification to other agencies
impacted by the cyber security incident.

5. The exercises under the preceding four paragraphs.

6. The contact window and methods of notification of the
cyber security incident.

7. Other matters relating to the cyber security incident.

Avrticle 10 The government agency shall stipulate the op-
erational regulations on the response of the cyber security in-
cident, the content of which shall include the following mat-
ters:
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The organization of the response team.

The exercise prior to the occurrence of the incident.

3. The mechanism of damage control on the occurrence of
the incident and request for technical support or other
necessary assistance from the central authority in

no

N AR A N - I =
* 4‘&% ; j;;g;;&;ﬂ o E charge of relevant industry concerned. _
P RE A ) 4. Recovery, identification, investigation, and improve-
A L E 'YF}— ment mechanisms after the occurrence of the incident.
A~ BB Fax * %10 | 5. The preservations of records relating to the incident.
MR 6. Other matters relating to the response of the cyber secu-
rity incident.
3 Fr b 7 % | Chapter 3 The notification and response of cyber secu-

rity incident of the specific non-government agency
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Article 11  Upon awareness of the cyber security incident,
the specific non-government agency shall conduct the notifi-
cation of the cyber security incident within one hour in the
manner as designated by the central authority in charge of
relevant industry.

In case of change to the level of the cyber security inci-
dent under the preceding paragraph, the specific non-govern-
ment agency shall continue the notification as provided for
in the preceding paragraph.

If the notification conducted in the manner as specified
in Paragraph 1 is prevented for any cause, the specific non-
government agency shall conduct the notification in another
appropriate manner within the timeframes prescribed under
the same paragraph, and note the cause for not being able to
report by the prescribed manner.

d iz uﬁg B BRI N After the elimination of the cause for preventing the no-
AR o tification from being conducted in the manner as required
under Paragraph 1, the specific non-government agency shall
supplement the notification in the original manner.
FLoiE P L pnE EaE 45& Article 12 After the specific non-government agency has
BT 3 T2h O 53 Jf)x; Moz completed the notifications of cyber security incident, the
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central authority in charge of relevant industry shall com-
plete verification of the level of such cyber security incident
within the following timeframes, and may change its level
according to the verify results:

1. Within eight hours after receipt of the notification of a

aEREUE R R 5‘? level-1 or level-2 cyber security incident.
& >¥E "E » AR JE 6~ | 2. Within two hours after receipt of notification of a level-
R o 3 or level-4 cyber security incident.
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After completion of the verification of the cyber secu-
rity incident as required under the preceding paragraph, the
central authority in charge of relevant industry shall proceed
with the following requirement:

1. If the verification result indicates a level-1 or level-2
cyber security incident, they shall periodically summa-
rize the verification result, basis, and other necessary
information, and then submit them to the competent au-
thority in the manner as specified by the competent au-
thority.

2. If the verification result indicates a level-3 or level-4
cyber security incident, they shall, within one hour of
the completion of the verification, submit the verifica-
tion result, basis, and other necessary information to the
competent authority in the manner as specified by the
competent authority.

Upon receipt of the documentation under the preceding
paragraph, the competent authority may review the level of
the cyber security incident, and may change its level.
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Article 13 Upon awareness of the cyber security incident,

the specific non-government agency shall complete damage

control or recovery operation within the following

timeframes, and shall conduct the notification in the manner

as designated by the central authority in charge of relevant

industry:

1. Within seventy-two hours of the awareness of a level-1
or level-2 cyber security incident.

2. Within thirty-six hours of the awareness of a level-3 or
level-4 cyber security incident.

After completion of damage control or recovery opera-
tion under the preceding paragraph, the specific non-govern-
ment agency shall continue the investigation and manage-
ment of the cyber security incident, and shall submit the in-
vestigation, management, and improvement report within
one month in the manner as designated by the central author-
ity in charge of relevant industry.

The timeframe of submission of the investigation, man-
agement, and improvement report under the preceding para-
graph may be extended with the consent of the central au-
thority in charge of relevant industry.

If the central authority in charge of relevant industry

8




LIR2F & > f3n7 & | deems necessary or deems there is any non-compliance with
F it 2 ~ 2 ¥ & # @ g e | regulatory requirement, improper matter or other matter to
{2 4% ‘5 R R 2t be improved in the investigation, management,_and improve-
DGR R M & A ment reports under Paragraph 2, they may require the spe-
AN e _ | cific non-government agency to give the explanation and
FRE LA E R = | oke adjustment.
AR BFHEX TR
EIEA- - T3¢ LR S S A Upon review of the investigation, management, and im-
4 o7 & p ¥ £ 3 ¥ M | provement report on a level-3 or level-4 cyber security inci-
B> F A2 A ¢ # o | dentsubmitted by the specific non-government agency, the
ERE- B A A central authority in charge of releva_nt ir_ldustry shall submit
B RAmFEFRL A such_ report to the competent authority; |f_ the competent au-
YRR W gl X thorlty.deems necessary, or deems.there is any non-compli-
A i ; i ., | ance with regulatory requirement, improper matter, or other
R R L0 IR matter to be improved, it may require the specific non-gov-
EREE D ernment agency to give explanation and make adjustment.
e if ¢ p ¥ ¥ g8 | Article 14 The central authority in charge of relevant indus-
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try shall provide necessary support or assistance in respect to
the notification and response of cyber security incident im-
plemented by the specific non-government agency under its
authority, if circumstances so require.

The competent authority may provide necessary support
and assistance in respect to the notification and response op-
eration of the cyber security incident implemented by the
specific non-government agency, if circumstances so re-
quire.

After the specific non-government agency becomes
aware of a level-3 or level-4 cyber security incident, it shall
convene meetings to discuss relevant matters.

+ I 0F FEetagr %"Hﬁg@'j}
?ﬁ$£i¢aﬁ$?i@
FARE AP F AT
7%
NI ANEE S P 2
'g“o

2 B R 2 PR s St
‘73_’ -r)\iIé——»/ﬁﬁ

CFHEERAFY

o S A

BB T > AR
B EE -

Article 15 The specific non-government agency shall stipu-
late the operational regulations on the notification of the
cyber security incident, the content of which shall include
the following matters:

1. The process and the accountabilities of judgment and
determination of levels of the incident.

2. Assessment of the impact scope and damage degrees of
the incident and the response abilities of the agencies.

3. The process of internal notification on the cyber secu-
rity incident.

4.  The method and time of notification to other agencies
impacted by the cyber security incident.

5. The exercises under the preceding four paragraphs.

6. The contact window and methods of notification of the
cyber security incident.

7. Other matters relating to the cyber security incident.
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Acrticle 16 The specific non-government agency shall

stipulate the operational regulations on the response of the
cyber security incident, the content of which shall include
the following matters:

1. The organization of the response team.

0 @%'Jf 22 o4 . 2. The exercise prior to the occurrence of the incident.
S FEFLBZFRITE o |3 The mechanism of damage control on the occurrence of
SR EFAFEIHT R the incident and request for technical support or other
Zwd &P ED p B necessary assistance from the central authority in
BN e S I charge of relevant industry concerned.
B4 2 ﬁgﬁq o 4. Recovery, identification, investigation, and improve-
T EFE A SR & ment mechanisms after the occurrence of the incident.
Mo h gk 1‘## 5. The preservations qf records relating to the incident.
T E AN AR B 6. O_tth(?r n_w;ttetrs relating to the response of the cyber secu-
D Huma ii o rity incident.
BEEE o
¥ » ¥ 'R Chapter 4 Supplementary Provisions
e Article 17
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For level-3 or level-4 cyber security incident
of each agency, the competent authority may convene meet-
ings and invite relevant agencies to discuss the damage con-
trol, recovery, and other relevant matters of such incident.
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Article 18 The government agency shall cooperate with
the competent authority which shall plan and conduct the
cyber security exercise. The content of exercise may include
the following matters:

1. Social engineering exercise.

2. The notification and response exercise of the cyber se-

curity incident.
3. Cyber offense and defense exercise.
4. Scenario exercise.

T~ FBFMR o 5. Other necessary exercise.

T ~HBREZFR

) fv'£ F 2o i M R pe | Article 19 The specific non-government agency shall, in
LA E MY PR F coordination with the competent authority, plan and conduct
T rFRTE BN 3@ the cyber §ecurity exercise, the content of which may include
- % 55 D the following matters: _

M PR - 1. Cyber offense and defense exercise.

o “”__ . 2. Scenario exercise.

- 'T’a *’%’ﬁ“‘ﬁ ° 3. Other necessary exercise.

Z ﬂ & 2T o If the cyber security exercise planned and conducted by the

BB R3] ~ P12 2 | competent authority has imminent threats of infringement to

ﬁﬁm$’$%

the rights or legitimate interests of the specific non-govern-
ment agency, such exercise may be conducted only with
written consent of such agency.

The written consent under the preceding paragraph may be
made by electronic documents in accordance with the Elec-
tronic Signatures Act.

10
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Acrticle 20 If, before the enforcement of these Regula-
tions, the government agency has, independently or jointly
with other agencies, formulated the notification and response
mechanism for itself or for its subordinate or supervisory
government agencies or for its regulated specific non-gov-
ernment agencies, and have enforced such mechanism for
more than one year, and maybe approved by the competent
authority, they and their subordinate or supervisory govern-
ment agencies or their regulated specific non-government
agencies may continue to conduct the notification and re-
sponse of cyber security incident according to such mecha-
nism.

In case of change to the notification and response mecha-
nism under the preceding paragraph, such change shall be
submitted to the competent authority for approval again.

Article 21 The implementation date of the Regulations
shall be stipulated by the competent authority.
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